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Abstract—This paper studies robust resource allocation algo-
rithm design for a multiuser multiple-input single-output (MISO)
cognitive radio (CR) downlink communication network. We focus
on a secondary system which provides wireless unicast seeur
layered video information to multiple single-antenna secondary
receivers. The resource allocation algorithm design is fanulated
as a non-convex optimization problem for the minimization &
the total transmit power at the secondary transmitter. The
proposed framework takes into account a quality of service
(QoS) requirement regarding video communication secrecy ni

the secondary system, the imperfection of the channel state

information (CSI) of potential eavesdroppers (primary receivers)
at the secondary transmitter, and a limit for the maximum
tolerable received interference power at the primary recevers.
Thereby, the proposed problem formulation exploits the self-
protecting architecture of layered transmission and artificial noise
generation to ensure communication secrecy. The considet@on-
convex optimization problem is recast as a convex optimizain
problem via semidefinite programming (SDP) relaxation. It &
shown that the global optimal solution of the original problem can
be constructed by exploiting both the primal and the dual optimal
solutions of the SDP relaxed problem. Besides, two suboptih
resource allocation schemes are proposed for the case whe
the solution of the dual problem is unavailable for construging
the optimal solution. Simulation results demonstrate sigificant
transmit power savings and robustness against CSI imperfeéion
for the proposed optimal and suboptimal resource allocatia
algorithms employing layered transmission compared to basdine
schemes employing traditional single-layer transmission

Index Terms—Layered transmission, physical layer security,
cognitive radio, non-convex optimization.

I. INTRODUCTION

N recent years, the rapid expansion of high data r

i,Senior Member, IEEE

common multimedia SVC techniques. In SRC, a video signal
is encoded into a hierarchy of multiple layers with unequal
importance, namely one base layer and several enhancement
layers. The base layer contains the essential informafitimeo
video with minimum video quality. The information embedded
in each enhancement layer is used to successively refine the
description of the pervious layers. The structure of lagtere
transmission facilitates the implementation of unequabrer
protection. In fact, SRC provides a high flexility to service
providers since the transmitter can achieve a better resour
utilization by allocating different powers to differentfatma-
tion layers depending on the required video quality. Beside
layered transmission with SRC has been implemented in
some existing video standards such as H.264/Moving Picture
Experts Group (MPEG)-415].

Recently, resource allocation algorithm design for laglere
transmission has been pursued for wireless communication
systems. In[[6], power allocation for layered transmissicdttn
psuccessive enhancement was investigated. Subsequérgly, t
study was extended to the joint design of rate and power
allocation in [7]. A real-time adaptive resource allocatio
algorithm for layered video streaming was designed_in [8] fo
multiple access networks. An information combing scheme
for double-layer video transmission over decode-and-éodw
wireless relay networks was proposed|in [9]. Furthermare, i
[10], a bandwidth allocation scheme was proposed to maxi-
mize the bandwidth utilization for scalable video servioesr
wireless cellular networks. The authors(in][11] investghkthe
resource allocation algorithm design for layer-encodéde-te
a\{ision signals for wideband communication systems. Power
Aocation algorithms were proposed for amplify-and-fards

and secure multimedia services in wireless communication

networks has led to a tremendous demand for energy

bandwidth. The amount of video traffic is expected to doubfé

annually in the near future and will be the main sour

of wireless Internet traffic[[2]. As a result, scalable videq
coding (SVC)[[3], [4] has been proposed for video informatio

encoding which provides high flexibility in resource alltoa.
In particular, successive refinement coding (SRC) is ona®f
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a%r&d decode-and-forward communication networks with lay-
red coding in[[12] and[13], respectively. [n]14], a submat
Crgulticast user grouping strategy was developed to exploit
multiuser diversity in multiuser video transmission sysse
employing scalable video coding. However, the resourae all
cation algorithms in[[6]+[14] were designed for singleemta
transmitters and/or for long-term average design objestiv
and may not be applicable to delay-sensitive applicatioms a
multiple-antenna systems.

In the past decades, multiple-input multiple-output (MIMO
technology has emerged as one of the most prominent solu-
tions in reducing the system power consumption. In paricul
MIMO provides extra spatial degrees of freedom for resource

allocation [15]-[19] which facilitates a trade-off betwee

t
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(CR) was proposed as a possible solution for improving
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spectrum utilization[20]/T21]. CR enables a secondaryesyis signals has aelf-protecting structurevhich provides a certain

to dynamically access the spectrum of a primary system if thebustness against eavesdropping. To the best of the guthor
interference from the secondary system is controlled shah tknowledge, exploiting the layered transmission architet

it does not severely degrade the quality of service (QoS) of video signals for facilitating PHY layer security has not
the primary system[22]. However, the broadcast nature béen considered in the literature before. The notion of reecu
CR networks makes them vulnerable to eavesdropping. Fmmmunication in layered (non-CR) transmission systenss ha
instance, illegitimate users or misbehaving legitimatersi®f been studied in our preliminary work inl[1]. Specifically, a
a communication system may attempt to use high definitiggower allocation algorithm was designed for the minimizati
video services without paying by overhearing the videoaign of the transmit power under a communication secrecy con-
Conventionally, secure communication employs cryptogi@ap straint for a single video receiver. Yet, as availabilitypeffect
encryption algorithms implemented in the application tayeCSI of the primary users at the secondary transmitter was
However, the associated required secrete key distributiassumed in[[1], the resulting design advocates the geaerati
and management can be problematic or infeasible in wiref strong artificial noise/inteference to ensure secureewid
less networks. Besides, with the development of quantwommunication. This may cause a significant performance
computing, the commonly used encryption algorithms majegradation for the primary receivers if the results[of [dd a
become eventually breakable with a brute force approadirectly applied in CR networks having imperfect CSI of the
As a result, physical (PHY) layer security [23]=[26] hagprimary receivers.

been proposed as a complement to the traditional secrecyn this paper, we address the above issues and the corre-
methods for improving wireless transmission security. Theponding contributions can be summarized as follows:

merit of PHY |ayer Security lies in the guaranteed perfeCt « We propose a non-convex Optimization prob'em formu-
secrecy of communication, even if the eavesdroppers have |ation for the minimization of the total transmit power
unbounded computational capability. [n [23], Wyner showed  for |ayered video transmission to multiple secondary
that a non-zero secrecy capacity, defined as the maximum receivers. The proposed framework takes into account
transmission rate at which an eavesdropper is unable tagxtr  the imperfection of the CSI of the potential eavesdrop-
any information from the received Signal, can be achieved pers (primary receivers) and exp|oits the inherself-

if the desired receiver enjoys better channel conditiorms th protecting structure of |ayered transmission for guaran-

the eavesdropper. In[24] and [25], artificial noise gerienrat  teeing secure communication to the secondary receivers
was exploited for multiple-antenna transmitters to wealken and controlling the interference leakage to the multiple-
information interception capabilities of the eavesdrappén antenna primary receivers.

particular, artificial noise is transmitted concurrentlithwthe « The considered non-convex optimization problem is re-
information signal in[[24] and[[25] for the maximization of  cast as a convex optimization problem via semidefinite
the ergodic secrecy capacity and the outage secrecy cgpacit programming (SDP) relaxation. We prove that the global
respectively. In[[26], a joint power and subcarrier allowat optimal solution of the original problem can be con-
algorithm was proposed for the maximization of the sys-  strycted based on the solutions of the primal and the dual
tem energy efficiency of wideband communication systems yersions of the SDP relaxed problem.

while providing communication secrecy. The combination , Two suboptimal resource allocation schemes are proposed
of CR and physical layer security was investigated(in [27]-  for the case when the solution of the dual problem of the
[35]. In [29], the authors investigated the secrecy outage SDP relaxed problem is unavailable for construction of
probability of CR systems in the presence of a passive the optimal solution.

eavesdropper. IM_[30] and [81], precoding and beamforming, Our simulation results show that the proposed algorithms
schemes were designed to ensure communication security for exploiting layered transmission enable significant trans-
MIMO multiple eavesdropper (MIMOME) CR networks and  mijt power savings in providing secure video communica-
cooperative CR networks, respectively. The authors_i [32] tjon for the secondary receivers compared to two baseline
studied robust transmitter designs for secure CR n_etworks. schemes employing traditional single-layer transmission
In B3], secure mgltlple-antenna transmission strate_gaese The rest of the paper is organized as follows. In Section
proposed .to maximize the secrecy outage capacity of we outline the model for the considered secure layered
ngtworks in slow fading. In[[34], the secrecy qutage a%deo transmission. In Sectidnllll, we formulate the reseur
diversity performances of CR systems were studied It [3%)y,-4tion algorithm design as an optimization problemd an

multiple objective optimization was _adopted for CR netwmrKNe solve this problem by semidefinite programming relaxatio
to study the trade-off between the interference leakagbdo 'in SectiorT¥. In SectioflV/, we present numerical performeanc

primary netv|i|/0rk and thhe tranlsmllpzower%of (;[r:je Seco_n(lja%sults for the proposed optimal and suboptimal algoritfons
transmltter.- owever, the results 'm. 3E[ ] did not eip ecure video transmission. In Sectfod VI, we conclude with a
the properties of the targeted applications and may not Bef summary of our results

applicable for multimedia services. Nevertheless, agisiol
multimedia services over the wireless medium becomes more
popular, there is an emerging need for guaranteeing secure
wireless video communication. In fact, as will be shown In this section, we present the adopted system model for
in this paper, the layered information architecture of widesecure layered video transmission.

II. SYSTEM MODEL
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Fig. 2. An illustration of layered coding for wireless vidé@ansmission.

A. Notation

We use boldface capital and lower case letters to denote rsaeondary receivers are potential eavesdroppers whiakicdsho
trices and vectors, respectivelf”’, Tr(A), Az, Rank(A), be taken into account for resource allocation algorithnigtes
anddet(A) represent the Hermitian transpose, trace, squafer providing secure communication. We focus on frequency
root, rank, and determinant of matrik, respectivelyyvec(A) flat fading channels. The downlink received signals at sec-
denotes the vectorization of matrik by stacking its columns ondary video receivek € {1,..., K} and primary receiver
from left to right to form a column vectorA ® B denotes j € {1,...,J} are given by
the Kronecker product of matrices andB; [B],....q returns
the a-th to the b-th rows and thec-th to the d-th columns

block submatrix ofB; A = 0 and A > 0 indicate that !

W tHN g
A is a positive definite and a positive semidefinite matrix, ye = hix+t Z;dj + s (1)
respectively; \.x(A) denotes the maximum eigenvalue of ; =
matrix A; Iy is the N x N identity matrix; CN** denotes PU H H
' . . ' . andy = P; d;, + G; . 2
the set of allN x M matrices with complex entriegdV Vi J ; it Gyxts, 2)

denotes the set of alV x N Hermitian matrices. The circularly
symmetric complex Gaussian (CSCG) distribution is denoted
by CN(m, X) with mean vectorm and covariance matrix respectively, wherex € CNt*! denotes the transmitted
3; ~ indicates “distributed as”j-|, ||-||, and ||-||r denote signal vector of the secondary transmitter. The channebvec
the absolute value of a complex scalar, the Euclidean norbgtween the secondary transmitter and secondary reckiver
and the Frobenius norm of a vector/matrix, respectivelis denoted byh, € CNt>!, The channel matrix between
Re{-} denotes the real part of an input complex number arlde secondary transmitter and primary receiyes denoted

[z]" = max{0, z}. by G; € CNt*New, d; € CN*r*! denotes the precoded
information data vector at the primary transmitter inteshéte
B. Channel Model primary receiveyj. t;, € CVrr*! represents the channel vector

We consider a CR secondary network. There are OR%[.\;VESh th(CeNET”ingz _tr?asmr;tter alnd ?gccl)an(tj\zry retﬁeive_r
secondary transmitter equipped witir > 1 antennas, a while -+’ € IS the channel mairix between he pri-

primary transmitter equipped witNp,. antennask’ legitimate mtatrr)]/ transm|(tjter and primary riger:VﬁrThe .equniﬁler.lt .n(t)';?f
secondary video receivers, andl primary receivers. The al the secondary receivers, which comprises the join ec

secondary receivers and the primary receivers share the Sg&)theJrecelved interference f_rom thg primary transmlutgr_,
d;, and thermal noisexs, , is modeled as additive

spectrum concurrently, cf. Figuté 1. The secondary remaivgk Leg=1 : . ¢ .
are low complexity single-antenna devices for decoding t hite Gauislar?]nmseQ (AWGNQ) with zero meanQand variance
video signal. On the other hand, each primary receiver s — E{Ity Z.':l dj| T 75, "3 Zs; ™ CN(O’GPUJ'INPR)
equipped withVp, > 1 antennas. We assume thét > Np IS the AWGN at the primary receivers.

in this paper. In every time instant, the transmitter cosvey Remark 1:In this paper, we assume that the primary net-
K video information signals td< unicast secondary videoWork is a legacy system and the primary transmitter does not
receivers. The unicast scenario is applicable for on-demagctively participate in transmit power control. Furthenmo
video streaming service and provides high flexibility to th&e assume that the primary transmitter transmits a Gaussian
end-users. However, the transmitted video signals for eaginal and we focus on quasi-static fading channels such tha
secondary receiver may be overheard by primary receivéfs channel gains remain constant within the coherence time
and unintended secondary receivers which share the sa@héhe secondary system. These assumptions justify madelli
spectrum simultaneously. In practice, it is possible teame the interference from the primary transmitter to the seeond
receivers are malicious and eavesdrop the video informatigeceivers as AWGN. The total noise powef;, may be

of the other subscribers, e.g. a paid multimedia video eervi different for different secondary receivets € {1,..., K'}.

by overhearing the video signal transmitted by the secgnddis model has been commonly adopted in the literature for
transmitter. As a result, thé primary receivers and unintended’esource allocation algorithm design [36][38].



C. Video Encoding and Artificial Noise le{l,..., Ly} is given by

Layered video encoding based on SRC is adopted to encoc@k = log, (1 + rhk), (4)
the video information, cf. FigurEl2. Specifically, the video " )
source intended for secondary receiveris encoded into p,, = [y Wi , and (5)
L, layers at the secondary transmitter and the data rate ' ‘I’l,k+ﬁ(thth)+03k
of each layer is fixed, cf. H.264/SVC][3]][4]. The video K L Ly
information for secondary receivér can be represented as Wik = > Y [hfw.nl> + > [hffwii* (6)
Sk = [S1,k:S2.ks -+ Stk - - - SLuk ), Wheres , € C denotes n#kr=1 t=l+1

the video information of layet for secondary receivet. For
the video signal of receive, the L layers include one base
layer, i.e.,s; x, which can be decoded independently withowwhere I' ;. is the received signal-to-interference-plus-noise
utilizing the information from the upper layers. Specifigal ratio (SINR) of layerl at secondary video receivér

the base layer data includes the most essential informatioPn the other hand, it is possible that secondary video
of the video and can guarantee a basic video quality. The feceivert attempts to decode the video information intended
mainingL; —1 layers, i.e.{sox,..., 51, 1}, are enhancementfor secondary receivek after decoding its own video in-
layers which are used to successively refine the decoded lof@mation. Hence, secondary video receives treated as a
layers. In other words, the video information embedded én tfpotential eavesdropper with respect to the video inforomedif
enhancement layers cannot be retrieved independentlyeif secondary video receivér The instantaneous achievable rate
decoding of the base layer fails, the information embeddedetween the transmitter of secondary receivand secondary

—_— ——
multiuser interference multilayer interference

the following enhancement layers is lost since it cannot gceivert in decoding layel € {1,..., L} is given by
recovered. Furthermore, in order to provide communication . .
security, artificial noise is transmitted along with the onf Cip = log (1 +Flyk) and @)
mation signals. Hence, the transmit symbol vectocan be 0t W w |2 ®)
Lk =

expressed as I} + Tr(h{"Vhy) + 02

K Ly K Ly Ly,

H H
x= Zzwlksz kot v ; (3) Iy = szt wra|* + Z by W[ (9)
— = Y =~ n#kr=1 m=I+1
k=1 =1 artifical noise ntt

~—————
layered video signals It can be observed frori(7) that layered transmission lsafa

protecting structure Specifically, considering the first term in
the denominator of {8), the higher layer information has the
same effect as the artificial noise signalin protecting the
information encoded in the lower layers of the video signal.
> e - It is expected that by carefully optimizing the beamforming
generated to facilitate secure communication. In pamiculyeciors of the higher information layers, a certain level of

v is modeled as a complex Gaussian random vector, i.8ymmunication security can be achieved in the lower layers.
v ~ CN(0, V), whereV denotes the covariance matrix of the - gegiges; the transmitted video signals are also overhaard b
art|f|<_:|al_ noise. He}r\}cev is a positive semidefinite Hermitian, primary receivers due to the broadcast nature of the- wire
matrix, i.e., V. € H**, V = 0. less communication channel. Therefore, the achievabke rat
between the transmitter and primary receiyefor decoding

thel-th layer signal of secondary receiviecan be represented
[1l. RESOURCEALLOCATION ALGORITHM DESIGN as

wherew; ;, € CNt*1 s the beamforming vector for the video
information in layer! dedicated to desired receivier We note
that superposition coding is used to superimposéd thgideo
information layers.v € CVtx! js an artificial noise vector

In this section, we present the adopted performance metricsCf 7 = log, det (INPR +Ajf,iG.? Wz,kWﬁij) where(10)

and the problem formulation. K L,
Aj_’k = Ej + Z Z G?WTWWERGJ'
n#k r=1

A. Achievable Rate and Secrecy Rate multiuser interference

We assume that perfect CSI is available at the secondary L " "
video receivers. Besides, successive interference dationl + Z G5 Wi kWi 1 Gy (11)
(SIC) [15] is performed at the receivers for decoding video m=itl
information. Thereby, before decoding the information in multilayer interference
layer I, the receivers first decode the video information in S = GIVG,; + o2y Iny. >~ 0. (12)
layers{1,...,l—1} and cancel the corresponding interference I 7R

successively. Therefore, the instantaneous achievatdeébea In practice, the behavior of the primary receivers cannot be
tween the transmitter and primary video receivem layer fully controlled by the secondary transmitter and it is plolss



that some primary receivers are malicious and eavesdmfpcation design. The CSI of the link between the secondary
the video information intended for the secondary receivetsansmitter and primary receivgris modeled as

Hence, for ensuring communication security, the primary re ~ ,
ceivers are also treated as potential eavesdroppers vamitt G, = G;+AG;, Vje{l,...,J}, and (15)

to decode the messages intended forfaltlesired secondary v, = {AGj € CVPrXNT 1| AG, |13 < 55},vj7 (16)
receivers. Thereby, the primary user may be able to firstdteco

the channel coded and modulated data symbols of the erhere G; € CNer*N7 is the matrix CSI estimate of the
hancement layers, i.es; 1,1l € {2,..., Li}, and then remove channel of primary receiverthat is available at the secondary
the associated interference before decoding the base, lay@nsmitterAG; represents the unknown channel uncertainty
i.e., s1,5, and retrieving the embedded video informafion due to the time varying nature of the channel during trans-
Therefore, we focus on the worst-case scenario regarding thission. In particular, the continuous skt in (16) defines a
decoding capability of the primary receivers for providingontinuous space spanned by all possible channel undéain
communication security to the secondary receivers. Iriquart ande; represents the maximum value of the norm of the CSI
lar, we assume that primary receiyeperforms SIC to remove estimation error matrixXAG; for primary receiver;.

all multiuser interference and the multilayer interferefiom
the upper layers before decoding the message of laysr
secondary receivek.

As a result, the achievable rate [{10) for decoding the first The system design objective is to minimize the total trafsmi
layer is bounded above by power of the secondary transmitter while providiné QoS for

N both the secondary receivers and the primary recevaise
C Y = log, det (INPR - E;lekawf’ij). (13) optimal resource allocation policyw;,, V*} can be obtained
7 ' ' by solving '

Thus, the secrecy raté [24] between the transmitter and sec-

C. Optimization Problem Formulation

. . . K L
ondary receivek on layerl1 is given by minimize Zi”wl f2 + Tr(V) (17)
¢ =PUHT VerNT w0
Ceer = {CL’“ B r\fli_f{clak’clak }} : 14 g CLTuk > Treq, . V1, Yk,

v
- 7 , o C2rt, <Twn Wt £k te{l,.. . K},
Csec, ,, quantifies the maximum achievable data rate at which ’

K Ly
a transmitter can reliably send secret information on layer c3: ( H H )
. ) : max Tr (G7 (V + wi Wi )Gy
to secondary receiver such that the potential eavesdroppers IAG;|re¥; i ; ; LWL G
are unable to decode the received sighal [23]. <P Viefl,...,J}
. C4: max 5521 < REavj kvvja Vk?
B. Channel State Information IAG;llre®; ’

In this paper, we focus on a Time Division Duplex (TDD) v zo.

communication system with slowly time-varying channels. AHereIrcql . in C1 is the minimum required SINR for de-
the beginning of each time slot, handshaking is performedding layer at receiverk. In C2,T', denotes the maximum
between the secondary transmitter and the secondary eeseimolerated received SINR of layérat the unintended secondary
As a result, the downlink CSI of the secondary transmittggceivers for decoding layer of a video signal intended for
to the secondary receivers can be obtained by measuriibther receiver. Since layered video coding is employted, i
the uplink training sequences embedded in the handshakjggufficient to protect the first layer of each video signal of
signals. Thus, we assume that the secondary-transnatterdach secondary receiver against eavesdropping. In otheisyo
secondary-receiver fading gairts,, can be reliably estimated the video information embedded in the enhancement layers is
at the secondary transmitter with negligible estimatia®er secure as long as the video information encoded in the base
On the other hand, the primary receivers may not directijlyer is secure. C3 is the interference temperature constra
interact with the secondary transmitter. Besides, the @nym [44]. Specifically, the secondary transmitter is required t
receivers may be silent for a long period of time due to bursgpntrol the transmit power such that the maximum received
data transmission. As a result, the CSI of the primary re@esiv interference power at primary receivgris less than a given
can be obtained only occasionally at the secondary tratesmitnterference temperatur®,, despite the imperfection of the
when the primary receivers communicate with the primakgsS|. On the other hand, although constraint C3 restricts the
transmitter. Hence, the CSI for the idle primary receivetstal received power at the primary receivers, it does not ne
may be outdated when the secondary transmitter perforesarily guarantee communication security against eewesd
resource allocation. We adopt a deterministic model [3H ping by the primary receivers, especially whgp is not zero.
to characterize the impact of the CSI imperfection on res®urThus, we focus on the worst-case scenario for robust secure

1 We note that without knowledge of the base layer, an eavppdrazannot 2 We note that the performance of the considered system sewem
reconstruct the video signal based eng,l € {2,..., Ly}, because of upper bound for the performance of a system where also theoC$ie
the layered video coding. However, knowledge fx,l € {2,...,L;}, secondary network is imperfect. The study of the impact gierfect CSI of
is beneficial for channel decoding sf . the secondary network on performance is left for future work



K Ly

minimize Tr(W + Tr(V 18
yinimize kz::l; (W) + Tr(V) (18)
s.t. ClL: s Tr(Hlek) > Dreqy . V1, VK,
TY(Hk(Z ZWer Z ka))+I&.~(HkV)+03k
n#kr= m=Il+1
Tr(H,W
C2: I r(L: Lk) < Tio, VEt # Kyt € {1,..., K},
Tr (Ht( S W, S Wm_,k)) + Te(H, V) + 02,
n#kr=1 m=2
n#t
K L
C3: Tr (GH(V + W, )G, ) <P, Vje{l,...,J},
\\A&ﬁ?@% r( 2 ;; Lk) J)_ 1, Ve | }

: \\Aé?ﬁfexpj log, det (INPR + Ej_lG;{WLij) < Rgav; ,,, V4, Vk,

C5:V=0, C6:W,,>=0,Ykil,  C7:Rank(W,;) <1,k

communication design by imposing constrf@igy. Since any allocation under physical layer security constraints. Ar-p
secondary receiver could be chosen as an eavesdroppie tatigular, instead of protecting the entire encoded videmalig
of primary receiver; and layered transmission is adoptedas in single-layer transmission, in layered transmisstha,
the upper limit Rg,,,, is imposed in C4 to restrict the transmitter has to protect only the most important part ef th
achievable rate of primary receivgr if it attempts to decode video, i.e., the base layer, to provide communication sgcur
the video base layer of secondary receivgrk. In this paper, Remark 3:In this paper, we assume that probldml(17) is
we do not maximize the secrecy rate of video delivery deasible for resource allocation algorithm design. In picac
this does not necessarily lead to a power efficient resouttte feasibility of the problem depends on the channel cardit
allocation. Yet, the problem formulation if_{17) guaramsteeand the QoS requirements of the receivers. If the problem is
a minimum secrecy rate for layet, i.e., the base layer, infeasible, user scheduling can be performed at a higher lay
of the video signal intended for secondary receikeri.e., to temporarily exclude some users from being served so as to
Cucery > |Ch — max {1og, (1 + Tyo1), Riay, k}} Besides, improve the problem feasibility. However, scheduling dess
beyond the scope of this paper. Interested readers maytoefer
the video |nformat|0n of laye? to layer L;, is secured when [45]-[47] for a detailed discussion of scheduling algarith
layer 1 cannot be decoded by the potential eavesdroppers.
Finally, C5 andV € H"T are imposed such thaf satisfies IV. SOLUTION OF THE OPTIMIZATION PROBLEM

the requirements for a covariance matrix. The optimization problem if{17) is a non-convex quadrati-
Remark 2:We would like to emphasize that the Iayere@auy constrained quadratic program (QCQP). In partic ke
transmission approach has two major advantages compafigél-convexity of the considered problem is due to conssain
to single-layer transmission. First, the video qualityréases C1, C2, and C4. Besides, constraints C3 and C4 involve
with the number of decoded layers. In practice, the intendﬁ'ﬁinitew many inequality constraints due to the contigiof
video receivers may belong to different classes with déffiéer the CSI uncertainty setd;,j € {1,...,J}. In order to derive
numbers of video layers and different QoS requirements. Fgi efficient resource allocation algorithm for the congider
instance, the secondary video receivers may belong to onepgdblem, we first rewrite the original problem to avoid the
two categories, namelgremium video receiverandregular non-convexity associated with constraints C1 and C2. Then,
video receiversbased on the subscribed services. Specificallye convert the infinitely many constraints in C3 and C4 into an
the secondary transmitter may be required to guarantee #ifuivalent finite number of constraints. Finally, we useisem
signal quality of all video layers for premium secondargefinite programming relaxation (SDR) to obtain the reseurc

receivers (i.e., the secrecy rate of the first layer and tha dallocation solution for the reformulated problem.
rate of the enhancement layers) while it may guarantee only

the basic signal quality (i.e., the secrecy rate of the firﬁt' Problem Transformation
layer) of videos for regular receivers. Thereby, the desire ) ) ) )
premium users may be charged a higher subscription fee f Irst, we rewrite prgblenﬂl?) in-an qulvalent form as in
higher video quality. Second, tiself-protectingarchitecture of ), whereH, = hyhy” and Wi x = wi pwyj,. We note that

o " N i
layered transmission enables a more power efficient resouly .k = 0, Wiy € HYT, andRank(W, ) <1, VI, k, in (18)
are imposed to guarantee th@f; , = wl,kwfk holds after

3In general, constraint C3 is not a subset of constraint C4iae versa F)ptlmlzathn. Next, to handle the. 'nfm'_tely many consttain
and thus has to be treated explicitly. in C3, we introduce a Lemma which will allow us to convert



them into a finite number of linear matrix inequalities (LWIs for [|AG;|[|r € ¥;. Hence, we adopt the following Lemma to

further simplify C4:
Lemma 1 (S-Proceduré [48])Let a function f,,(x),m € Lemma 2 (Robust Quadratic Matrix Inequalitiés [49]):
{1,2},x € CV*1 be defined as Let a quadratic matrix functiorf(X) be defined as

fm(x) = x" Asx + 2Re{bix} + ¢, (29) f(X) =X"AX + X"B + BYX + C, (24)

where A,, € HY, b,, € C¥*!, and¢,, € R. Then, the whereX, A, B, andC are arbitrary matrices with appropriate

implication f (x) < 0 = fa(x) < 0 holds if and only if there gimensions. Then, the following two statements are egeial
exists anw > 0 such that

. [Al bl] - {AQ by J(X) = 0,9X € {X | T(DXX") < 1}

bi' c]  [bf e C BH]_é[I 0
provided that there exists a poiftsuch thatf (%) < 0. B A 0 -D
Now, we apply Lemma 1 to constraint C3. In particulaior matrix D = 0 and§ is an auxiliary constant.

] -0, (20)

<:>{ ]EO, if 36 > 0, (25)

we defineg; = vec(G;), Ag; = VGC(AGJ;)_’ Wik = We note that Lemmid 2 has been adopted in the literature before
Ine, © Wi, and'V = Iy, @ V. By exploiting the fact for resource allocation algorithm design with imperfectl CS
that |G,||% < 7 < AglAg;<e?, then we have [44]. By applying Lemmd2 to[{23) and following similar

steps as in[[50], i.e., settinX = AGj;, A = &gay,, V —

G|z <e? 21 ~
1Gslle <5 . CD W14 B = (G, V = W)@y, C = iy, Inaoby, +
k A~ ~ I . .
— C3:0 > max AgH(ZZWl i +V)Ag- GH (€gav,, V — W1 4)GH, andD = =5+ in (25), we obtain
R e e ’ '
K Ly —~ =
. C4—s Chem Chi S (W1 h V. 6k
+2Re{§f(z ZWz,k + V) Agj} ka’j( o k)
k=11=1 . [ Fj,k N gEavjkafV
K Lk J— — N gEavjkaGj gEavjka‘i‘ ;éj INT
+§H( W17k+V)§-—P1j,Vj6{1,...,J}, e
’ ;; ! —  RIW,R,; = 0,Vk,j, (26)

if and only if there exists aw; > 0 such that the following whereR,; = [@j7 In, ], Fir = (€mav, .08y, — 0rs) vy +

LMls constraint holds: £Bav, GV G;, anddy, ; is an auxiliary optimization variable.

C3: Scs, Wik, V,wj) Besides, C4 is equivalent 64 whenRank(W, ) < 1.
wilne e —V Vg, Now, we replace constraints C3 and C4 with constrai8s
= { ! PiHTV 2.4 p ! SHV . and C4, respectively. Hence, the new optimization problem
_1g<j ; —wigj T4, — 85 Ve, can be written as
k
- UH(ZZWM)U -0,V (22) K L
g5 ) g — ) ? o s .
I\ L wl,k,%lenﬁ%,zfj,ék,j ;; ; Tr(Wi k) + Tr(V)
where Ug, = [In, n., 8] We note that the original st C1, C2, C5, C6,
constraint CC_S |s_sgt|sf|ed whene\®3_|s sausfn_ad. B¢S|des, the C3: Sez (Wi, V,w;) = 0,)
new constrainC3 is not only an affine function with respect _ J .
to the optimization variables, but also involves only a &nit C4:Seq, ,(Wik, V,or5) = 0, Vj, VE,
number of constraints. In particula3 can be easily handled C7:Rank(W; ) < 1,Vk,1, C8:w; > 0,Vj,
by standard convex program solvers. C9: 61, > 0,Vk,j 27)

Next, we handle non-convex constraint C4 by introducing
the following proposition for simplifying the consideregte Wherew; andd, ; in C8 and C9 are connected to the LMI

mization problem. constraints in[(22) and (26), respectively. Since optitidira
Proposition 1: For Rg.y,, > 0, the following implication problems [(2l7) and_{18) share the same optimal solution, we
holds for constraint C4: focus on the design of the optimal resource allocation golic

— for the problem in[(27) in the sequel.
. H il -
C4= C4: I A(glﬁlfepj G WikG (23) We note that constraint€3 and C4 are jointly convex

< Eoav, D5V € {1, I VR € {1, K}, with respgct to 'Fhe optimization varif’;\bles.. The only rer"r@'n
obstacle in solving(27) is the combinatorial rank constrai
where &gay,, = 27k — 1 is an auxiliary constant with C7. Hence, we adopt the SDP relaxation approach by relaxing
{Bav,, > 0 for Rgay,, > 0. We note that constrain€4 is constraint C7:Rank(W; ) < 1, i.e., we remove C7 from the
equivalent to constraint C4 Rank(W ;) < 1, Vk. problem formulation. Then, the considered problem becomes
Proof: Please refer to Appendix A. a convex SDP which can be solved efficiently by numerical
Although constraintC4 is less complex compared to C4solvers such as CVX_[51]. However, removing constraint C7
there are still infinitely many LMI constraints to satis§4 results in a larger feasible solution set. Hence, in genéral



K Ly

minimize g g Tr(P s W) + Tr(V)
VGHNT,PZYk,w]‘,(Skyj P ’

TI‘(HkByleS:;Cb)

s.t. C1: K L. Tr > FrequkavLVka
Tr (He (X S PaWil+ 3 PusWih)) + Tr(HV) + 02
n#£kl=1 m=I+1
sub
c2: - LnTr(HtP““WIL”:) <Teo, VE £ kit € {1,..., K},
Te (H(V+ 3 SR Wi+ 3 Pk Wih)) + 02,
:L:;I;lZI m=2
C3: S, (PLe Wi, Viw)) = 0,¥j, CaiSq, (PLirWiR,V,dy;) = 0, Vj,Vk,
C5: V>0, C6: P >0, C8wj;>0,Y5, C9:6;; >0,Vk,j. (28)

optimal objective value of the relaxed problem Bfl(27) magnay not be provided by some numerical solvers and thus the
be smaller than the optimal objective value Bf](18). If theonstruction of a rank-one matrW, . is not possible in such
solution W ;, of the relaxed problem is a rank-one matrixcases. In the following, we propose two suboptimal resource
this is also the optimal solution of the original problem irallocation schemes based on the solution of the primal probl
(I8) and the adopted SDP relaxation is tight. Subsequenty,he relaxed version of{27) which do not require the soluti
the optimalw; ;, can be obtained by performing eigenvaluef the dual problem.

decomposition 01&.7\717,C and selecting the priqcipal eigenvector 1) Suboptimal Resource Allocation SchemeAL subopti-
as the beamforming vector. Unfortunately, in general the oy, resource allocation scheme is proposed which is based
straint relaxation may not be tight athuk(W;) > 1 may on the solution of the relaxed version df 127). We first

occur. In the following, we propose a method for construgtingg)e [27) by SDP relaxation. The global optimal solution
an optimal solution of the relaxed version bfl27) with a rankys @) is found if the obtained solutioW;, is a rank-

one matrixWi, vk, I. one matrix. Otherwise, we construct a suboptimal solution
set W5ub = wiub(wsub)H - where wsiP is the eigenvector
B. Optimality Condition for SDP Relaxation corresponding to the principal eigenvalue of mathi; .

In this subsection, we first reveal the tightness of thEhen, we define a scalar optimization variatfe, which
proposed SDP relaxation. The existence of a rank-one sontrols the power of the suboptimal beamforming matrix
lution matrix W, ;, for the relaxed SDP version of (27) isof layer [ for secondary receivek. Subsequently, a new
summarized in the following theorem which is based [ori [52ptimization problem is formulated as{28) on the top of this
Proposition 4.1]. page. It can be shown that the above optimization problem

Theorem 1:Suppose the optimal solution of the SDP reis jointly convex with respect to the optimization variable
laxed version of [(27) is denoted bW, , V* wr, d; ;} and thus can be solved by using efficient numerical solvers.
and 3k,1 : Rank(W7},) > 1. Then, there exists a feasibleBesides, the solution of (28) also satisfies the constraifits
optimal solution of theNSDP relaxed version bfl(27), denoted8). In other words, the solution df(28) serves as a subeti
by A £ {W,, V,&;,d;}, with a rank-one matrixW, ;, ~solution for [18).

i.e., Rank(W; ) = 1. This optimal solution can be obtained 2) Suboptimal Resource Allocation SchemeTRe second
by construction. proposed suboptimal resource allocation scheme adopts a
Proof: Please refer to Appendix B for the proof of Thesimilar approach to solve the problem as suboptimal resourc
orem[1 and the method for constructing the optimal solutiogliocation scheme 1, except for the choice of the subopti-
B mal beamforming matrixW34> when Rank(W35°) > 1.

In other words, the optimal solution of the SDP relaxeflor scheme 2, the choice of beamforming mathi;ub
version of [27) is a rank-one beamforming mat; 1, v/, k, s based on the rank-one Gaussian randomization scheme
by construction. Thus, constraint C4 is equivalent@d. [53]. Specifically, we calculate the eigenvalue decompmsit
More importantly, the global optimum df (IL8) can be obtainegf W, = Uz,kez,kafk, where U, and ©,; are an

despite the adopted SDP relaxation. Nr x Nt unitary matrix and a diagonal matrix, respectively.
Then, we adopt the suboptimal beamforming vec;t(?]’;f =
C. Suboptimal Resource Allocation Schemes Ul,k®ll722qm,wlsib — B.’kwls.u;cb(wls:;cb)H' where qi; €

The construction of the optimal solutiomA  with CNrx1 andq; i ~ CN(0,In,). Subsequently, we follow the
Rank(W, ;) = 1 requires the optimal solution of the dualsame approach as i {28) for optimizi{d/, P, x,w;, ok, ; }
version of the relaxed problem &f{27), cf. varialf¢, in (@1) and obtain a suboptimal rank-one soluti@mkWﬁb. Fur-
in Appendix B. However, the solution of the dual problenthermore, we can execute scheme 2 repeatedly for different



TABLE |

realizations of the Gaussian distributed random veeior SYSTEM PARAMETERS
such that the performance of scheme 2 can be improved by
selecting the bests%* = U, ,©,"%q, over different trials Carrier center frequency | 2.6 GHz
t the expense of a higher com" Utation complexit Small-scale fading distribution Rayleigh fading
a p g p p Y. Large-scale fading model Non-line-of-sight, urban micro
scenario, 3GPH_[59]
. . Cell radius 500 meters
D. Computational Complexity Transceiver antenna gain 0 dBi

In this section, we study the computational complexity of | Thermal noise power, d
. ) ) g{|ns ‘2}’ o2 , —107.35 dBm

the proposed optimal and the two suboptimal algorithms. An k PU;
upper bound for the computational complexity of the optimal

Maximum tolerable received
interference power at primary| —110.35 dBm

algorithm is given by[[54]: receiverj, Py,
Obt SDP Minimum requirement on the
col?nplcxity =2x Acomplexitya (29) SINR of layers TBase; I'Base + 3] dB
1 5@” Freqlz] ble SINR f
SDP _ \/7 + 3 aximum tolerable or
Acomplcxity =0 (( Nr(LK+1) 10g(5)) (<NT(LK+1)) information decoding at 0 dB
unintended primary receivers,
(KL+K*+J(K+1))+ (Np(LK +1))? Lol
Maximum tolerable data rate 1 bit/s/Hz
2 2 2 3 at primary receiverRg.y . ,
(KL+ K2+ J(K+1))2+(KL+ K>+ J(K+1)) )) (30) TanmiC e of A T o
transmitter

for a given solution accuracy > 0, since at most two SDPs
are solved. In[{30)0(-) represents for the big-O notation. On .
the other hand, the computational complexity upper bound @&hd the second layer are given by.se and I'pase + 3 dB,

suboptimal scheme 1 is given by respectively. Also, we solve the optimization problem[ii)(1
- via SDP relaxation and obtain the average system perforenanc
2 % Acomplexity (31) by averaging over different channel realizations. We agsum

since two SDPs have to be solved in this case. Suboptinf3®t the primary transmitter is equipped witNp, = 8
algorithm 2 adopts a similar approach to solve the probleRfitennas which serve gll primary receivers simultaneously
as suboptimal scheme 1. The only difference is the multipld1® Primary transmitter is locate@0 meters away from the
attempts in generating a Gaussian distributed beamformi#Fondary transmitter and transmits with a pﬂmfrE) dBm.
vector for improving the system performance. Hence, tfR€cause of path loss and channel fading, different secgndar
computational complexity upper bound for suboptimal scherh€C€IVers experience different interference powers from t

2 is given by primary transmitter. In the sequel, we define the normalized
maximum channel estimation error of primary receiyeas
(NTies + 1) XAEC])DHE)plcxitw (32) o2y = @5—32 with o2, = U%Ub7va’b e {1,...,J}.

where N5 iS the number of tries in generating a Gaussialplnléss specfﬁéd otherwisea, we assume a normalized maximum
distributed beamforming vector. We note that the proposefannel estimation error ofg; = 0.05,Vj for primary

optimal and suboptimal algorithms have polynomial timeeceiver;j and there areVp, = 2 receive antennas at each

computational complexity. Such algorithms are consideced primary receiver. Besides, the maximum tolerable interiee

be fast algorithms in the literatur [55, Chapter 34] and apewer at the primary receivers is setfp, = —110.35 dBm,

desirable for real time implementation. Vj € {1,...,J}. The parameters adopted for our simulation
are summarized in Tabl[é I.

V. RESULTS

In this section, we study the system performance of tife Average Total Transmit Power versus Minimum Required
proposed resource allocation scheme via simulations. eTh&INR
are K secondary receivers anbprimary receivers, which are  Figure[3 depicts the average total transmit power versus
uniformly distributed in the range between a referencedist the minimum required SINR of the base lay@liz..., for
of 30 meters and the maximum cell radius5f0 meters. We Nt = 8 transmit antennask = 2 secondary receivers,
assume that there is always opemium secondary receiverJ = 2 primary receivers, and different resource allocation
and the secondary transmitter is required to guarantee Huhemes. It can be observed that the average total transmit
SINR of all video layers for this receiver. On the contrarypower for the proposed schemes is a monotonically incrgasin
the transmitter guarantees only the SINR of the first layer feunction with respect to the minimum required SINR of
the remaining/’ — 1 regular receivers We assume that thethe base layer. Clearly, the transmitter has to allocateemor
video signal of each secondary receiver is encoded into tywower to the information signal as the SINR requirement gets
layers. As is commonly done in the literatufe [56]2[58], we
limit our case study to a single enhancement layer, since eac’We assume that the primary transmitter has a lower maximamsitnit

" . power budget compared to the secondary transmitter. Inifath the primary

additional enhancement Iayer increases the delay' Foritee Stransmitters and receivers are equipped with multiplerarete which facilities
of illustration, the minimum required SINR of the first layempower efficient data communication in the primary network.



Average total transmit power (dBm)

Baseline scheme 1 g--- au —— Optimal scheme . P |

34 Proposed schemes = h il * Suboptimal scheme 1 Baseline scheme 1 e ’
O Suboptimal scheme 2 e
32 7 - B - Baseline scheme 1 g
—>— Baseline scheme 2 P -
30 30 - i
> a -7 Performance gain
28 L7
e Proposed schemes

26

—— Optimal scheme
% Suboptimal scheme 1
O  Suboptimal scheme 2
- B - Baseline scheme 1
—p— Baseline scheme 2

5 6 7 8
r (dB)

9 10 11

12

35

Average total transmit power (dBm)
N
al

Baseline scheme 2

20
1

3
Number of secondary users (K)

10

Base

Fig. 3. Average total transmit power (dBm) versus minimumuieed SINR  Fig. 4. Average total transmit power (dBm) versus the nunaesecondary
of the base layel ' se- receivers.

more stringent. Besides, the two proposed suboptimal resouproposed scheme. This is due to the fact that the secondary
allocation schemes approach the optimal performancechy faransmitter assumes the available CSI is perfect and trigmism
the proposed suboptimal schemes exploit the possibility with insufficient power for providing secure communication
achieving the global optimal solution via SDP relaxatione WThe next sections will show that baseline scheme 2 cannot
note that extensive simulations (not shown here) have kedeameet the QoS requirements regarding communication sgcurit
that, for the considered scenarios, the percentage of raakd interference leakage to the primary network.
one solution of the SDP relaxed problem [in](27) ranges from
75% to 100%. Nevertheless, the proposed optimal algorithm
is always able to reconstruct the optimal solution by utiiz. g - Ayerage Total Transmit Power versus Number of Secondary
the solution of the dual problem. Receivers

For comparison, Figurg€]3 also contains results for the
average total transmit power of two baseline resource al-Figure[4 illustrates the average total transmit power \&rsu
location schemes. For baseline scheme 1, we adopt single number of secondary receivers for a minimum required
layer transmission for delivering the multiuser video sign SINR of the base layer ofg.se = 5 dB, J = 1 primary
In particular, we solve the corresponding robust optimiz#&eceiver, Nt = 8 transmit antennas, and different resource
tion problem with respect tdW, ,, V,w;,dx ;} subject to allocation schemes. It can be seen that the average tatat tra
constraints C1 — C9 via SDP relaxation. The minimum rénit power increases with the number of secondary receivers
quired SINR for decoding the single-layer video informatiofor all resource allocation schemes. In fact, the requirgme
at the secondary receivers for baseline scheme 1 is Bet @6 secure communication becomes more difficult to meet if
[Single _ QZLL:’H logs(14Treq; ) _ 1. In baseline scheme 2, wethere are more secondary receivers in the system. Besides,

ccr)cr?gider a naive layered video transmission. Specifictilly, More degrees of freedom are utilized for reducing the mutual

secondary transmitter treats the estimated CSI of the pyimdl'terference between the secondary receivers which leads t
receivers as perfect CSI and exploits it for resource afiona €SS efficient power allocation. Hence, a higher total tains

In other words, robustness against CSI errors is not providgOWer is required to meet the target QoS.

by baseline scheme 2. It can be observed that baseline schenfen the other hand, the two proposed suboptimal resource al-
1 requires a higher total average power compared to tlgeation schemes achieve a similar performance as the aptim
proposed resource allocation schemes. This can be agwibuiesource allocation scheme. Also, the proposed schemes pro
to the fact that single-layer transmission does not podses ¥ide substantial power savings compared to baseline scheme
self-protectingstructure for providing secure communicatiod for K > 1 due to the adopted layered transmission. In
that layered transmission has. As a result, a higher transirticular, the performance gap between the proposed sshem
power is required in baseline scheme 1 to ensure secure vi@d8g baseline scheme 1 increases with increasing number of
delivery. On the other hand, it is expected that for baselig€condary receivers. In other words, layered transmisision

scheme 2, the average transmit power is lower than that of @féctive for reducing the transmit power in multi-receies-
vironments with secrecy constraints, due to the self-gtotg

property. As for baseline scheme 2, although it consumes les
transmit power compared to the optimal scheme, it cannot
guarantee the QoS in communication secrecy and interferenc
to the primary receivers, cf. Figures 61 8.

5We note that the actual data rate for multi-layer and siteyer trans-
mission depends heavily on the adopted video coding algoriin order to
isolate the performance study from the video coding implaaten details,
we adopt the information theoretic approach which focuseshe channel
dependent achievable data rate.
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C. Average Total Transmit Power versus Number of Antenn 71 ‘ ‘

Baseline scheme 2 >
Figure[® shows the average total transmit power versus i
number of transmit antennad/y, for a minimum required 108 i
SINR of the base layer oFg.se = 5 dB, J = 2 primary
receivers,K = 2 secondary receivers, and different resourc g ¢ p 3

allocation schemes. It is expected that the average tatastr

mit power decreases for all resource allocation schemds w
increasing number of transmit antennas. This is because e:
degrees of freedom can be exploited for resource allocati
when more antennas are available at the transmitter. Spec

Maximum tolerable interference B

Baseline scheme l\
_g---F--O---O-

-1121

Optimal scheme
*  Suboptimal scheme 1

Average received interference power (dBm)

cally, with more antennas, the direction of beamformingrirat 116} O Suboptima scheme 2

W, can be more accurately steered towards the second g Froposedschemes Z5 e sheme 2
receivers which reduces both the power consumption att . . ., ~ orewsceeesmes
secondary transmitter and the power leakage to the prim: A T

Base

receivers. On the other hand, the proposed schemes prov.uc
substantial _power SaVing_S compared to baseline SChem%igl?. Average received interference power (dBm) at eachgpy receiver
for all considered scenarios because of the adopted layeve@us the minimum required SINR of the base lay&i,se.
transmission. Besides, baseline scheme 2 consumes less tra
mit power compared to the optimal scheme again. Although
baseline scheme 2 can exploit the extra degrees of freedisnencoded in the first layer. The superior secrecy rate per-
offered by the increasing number of antennas, it is unadlymance of baseline scheme 1 comes at the expense of an
to protect the primary receivers from interference and oanrexceedingly high transmit power, cf. Figlife 3. In the By
guarantee communication security due to the imperfectfon k¢gime, even though baseline scheme 2 is able to meet the
the CSI, cf. FigureEl6 8. minimum secrecy rate requirement on average, we emphasize
that baseline scheme 2 is unable to fulfill the requirement
for all channel realizations, i.e., secure communicat®not
ensured. Besides, in the hidhs... regime, in contrast to the

Figure[6 depicts the average secrecy rate of the base lagg§posed schemes, baseline scheme 2 cannot even satisfy the
versus the minimum required SINR of the base Iayer f@Rinimum secrecy rate requirement on aveﬁage
Nt = 8 transmit antennady = 2 secondary receiverd, = 2
primary receivers, and different resource allocation st
Despite the imperfection of the CSI, the proposed optimgl' Average Interference Power
resource allocation scheme and the two suboptimal resourc&igurelT depicts the average received interference power at
allocation schemes are able to guarantee the minimum secr@ach primary receiver versus the minimum required SINR of
rate defined by constraints C1, C2, and C4 in every tiniBe base layeF'gas, for Ny = 8 transmit antennady’ = 2
instant, because of the adopted robust optimization fraorlew ) o )

. . . \We note that the performance of baseline schemes withdfitiaftnoise

On the other hand, baseline scheme 1 achieves an exceed'BQAXration is not shown in the paper since a feasible solaganot be found
high average secrecy rate since the entire video informatiander the adopted simulation parameters.

D. Average Secrecy Rate
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algorithm design was formulated as a non-convex optinonati
problem taking into account the communication secrecy for
transmission to the secondary receivers, the self-pintgect
structure of layered transmission, the imperfect knowtedg
of the CSI of the channels to the primary receivers, and the
interference leakage to the primary network. We showed that
the global optimal solution of the considered non-convetop
mization problem can be constructed based on the primal and
the dual solutions of the SDP relaxed problem. Furthermore,
two suboptimal resource allocation schemes were proposed
for the case when the dual problem solution is unavailahbie fo
construction of the optimal solution. Simulation results- u
veiled the power savings enabled by the layered transmissio
and the robustness of our proposed optimal scheme against

5 the imperfect CSI of the primary receiver channels.

3
Number of secondary users (K)

APPENDIX
A. Proof of Proposition 1

Constraint C4 is non-convex due to the log-determinant

secondary receivers] — 2 primary receivers, and diﬁerentfunCtion and the coupling between optimization variables
y =P y ’ W, andV. In light of the intractability of the constraint, we

resource allocation schemes. As can be observed, the Fﬂ@pf}ﬁ?t establish a lower bound on the left hand side of C4. Then,
optimal resource allocation scheme and the two suboptima

. -~ we will reveal the tightness of the proposed lower bound. We
resource allocation schemes are able to control their irdns o
. . now start the proof by rewriting C4 as
power such that the received interference powers at the

Fig. 8. Average received interference power (dBm) at eachawy receiver
versus the number of secondary receivé(s,

pri-
mary receivers are below the maximum tolerable interfegencC4: log, det (INPR + 2;1G§1W17,€Gj) < Rgay,, (33a)
threshold. Similar results can be observed for baselineraeh (@) ' '
1 as robust optimization is also adopted in this case. As for= det (INPR +3;

baseli h 2, although th interf eecei .
aseine scneme 2, atnough the average Imerierence/eecs; here(a) is due to the fact that; > 0 anddet(I+ AB) =

by each primary receiver is below the maximum tolerab i .
threshold fol'g,. < 6 dB, baseline scheme 2 cannot meet t et(I + BA) holds for any choice of matriceA and B.

interference requirement for all channel realizationssides, hen, we introduce the follow!ng lemma which provides a
as the value of g, iNcreases, the received interference powé(?wer bouno! on the left hand side _(EE(BSb).

at each primary receiver increases significantly compaoed t Le"_"“a_ 3:For any square matrbA. = 0, we have the
the proposed schemes. For high valuesl'gfs., even the following inequality [50]:

average received interference at each primary receiver for det(I+A) > 1+ Tr(A),

baseline scheme 2 exceeds the maximum tolerable mteckere\rﬂvhere equality holds if and only Rank(A) < 1.

=1
3

—1
G?Wl,ij Ej2 ) < 1+£Eav]',k a(33b)

(34)

limit. e = .
Figure[8 shows the average received interference po%%rﬁ)ézfglgs LemmalB, the left hand side dL{33b) is lower

at each primary receiver versus the number of secondary
receivers K for a minimum required base layer SINR of
I'Base = 5 dB, Ny = 8 transmit antennas/ = 1 primary 1 1
receiver, and different resource allocation schemes.rthm > 1+ Tr(E7 GIWGE7). (35)
observed that the received interference power at each primaypsequently, by combining equatiohs](33) (35), we have
receiver increases with the number of secondary receiverg following implications

since the secondary transmitter is required to transmih wit

1 —1
det(Inp, + 277 GIW, G, 27)

J

higher power to serve extra receivers. The proposed schemed33d) B B (36a)
and baseline scheme 1 are able to control the interference— [@30) — Tr(ZjTGfWLijEjT) < {pav, , (36D)
leakage to the primary network for any number of secondary ) -y 1 '

receivers. However, baseline scheme 2 fails to properlyrobn = Amax(2;* G W1,G;3 % ) < &pav, , (36¢)

. . . —1 -1

the t_ransr_nlt power anql c_annot satisfy the maximum tolerable e ¥7 GHIW, 1GST < fpa Iny (364)
received interference limit for all channel realizatiodsge to JH J ' J 7 R

the non-robust resource allocation algorithm design. = G WG = Epay, o 25, (36e)

where(b) is due toTr(A) > Aax(A) for a positive semidef-
VI. CONCLUSIONS inite square matrixA > 0. We note thatlr(A) > Apax(A)
In this paper, we studied the robust resource allocatitiolds if and only ifRank(A) < 1. Thus, in general, the set
algorithm design for transmit power minimization in securspanned by[(33a) is a subset of the set spanned by (36€). Be-
layered video transmission in secondary CR networks. Thigles,[(33a) is equivalent 0 (36e) whBank(W ) < 1,Vk.
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B. Proof of Theorem 1 to obtain the structure oW;,. The KKT condition in [(4D)
The proof is divided into two parts. We first study théeads to

structure of the optimal solutioW; , of the relaxed version of Y/ = Ak — {ﬁ‘k - vakrrcqt k} Hy, (41)
problem [27). Then, ifll, % : Rank(W;‘k) > 1, we propose ’ . ’
a method to construct a solutioh 2 {Wl k,V w7,§k 7} B +Cy i ifl=1
that not only achieves the same objective valueAds £ A = B, — Zw;‘ka]Ht otherwise (42)
{Wis, V*,wj ;0% }, but also admits a rank-one beamforming
matrix W . B H
The relaxed version of proble (27) is jointly convex with Cer = Zwt kHt+ZZR D SR (43)
respect to the optimization variables and satisfies Stater’ ik . k=15=1
constraint qualification. As a result, the Karush-Kuhn¥erc B “L N
(KKT) conditions are necessary and sufficient conditiorgj [4 By = ZZ%mFrch,m ~ o {Z Z wt»”Ht]
for the optimal solution of the relaxed version of problém)(2 mi”; t#kntk
The Lagrangian function of the relaxed version of problem - .
m) is + ;qzl |:U DC3] i| :b,c:d. (44)
L (37) Subscriptsa, b, ¢,d are given bya = (¢ — 1)Nt + 1,b =
KLk K Lk qNt1,¢c = (¢ — 1)Nt + 1, and d = ¢Nr, respectively.
=D T (Wik) + D> kS Treay, Without loss of generality, we define,, = Rank(A},)
k=11=1 k=11=1

and the orthonormal basis of the null spaceAdf, asY ¢
L, Ly _ !
CNrx(Nt=rux) such thatAF, X, = 0 and Rank(Y; ;) =
* {Tr(Hk( k;Wln+ lewmk Wlk))}} Nt — 1. Letqu (CNTX’I 1 <7 < Np—rg, denote
k= e ther, ,-th column of Y, ;. By exploiting [52, Proposition 4.1],

K
+Z brrd Te(H W1 p) — Dol it can be shown tha{yly,c =ikl rcqt,k}Hk # 0 and
=1 kpt H, Y, ; = 0 for the optimal solution. Besides, we can express
K Ly Lk the optimal solution oW;, as
A (S Wit S W) }m
n#k =1 m=2 Wl*,k = Z a"'l,lc(bn k(ﬁgk + flykul_,kuffk, (45)
J K Ly - ’ ’ ———
Tl)k—l
— ZTI‘ (Sﬁj Wl,lm V, Wj) D—3J) _ZZTI(WUCYUC) rank-one
J=1 k=1i=1 wherea,, , > 0,V € {1,...,Npr — ri i}, and fi, > 0
K are positive scalars and, ;. € CNt*1, |lu; .|| = 1, satisfies
- ZZTr(Sak,j(Wl"k’V’dk’j)Dak,j)7 u/? Y, = 0. In particular, we have the following equality:
k=1 j=1 ,
Nr—7r 1

where(2 denotes the collection of the terms that only involv . H H

variables that are not relevant for the proofs, > 0,k € Gﬁkwl”“ - 21 Hiam, br  Gr T HE w10 (46)
{1,... K}l e{l,..., Ly}, and ey > 0t € {1,..., K}, e

are the Lagrange multipliers associated with constrairits C =0

and C2, respectively. MatrixXY;,, > 0 is the Lagrange In the second part of the proof, we construct another
multiplier matrix corresponding to the semidefinite coastt solution A2 {Wl & V,wj, Sk i} based on[(46). Suppose
on matrix Wy, in C6. D53 = 0,Vj € {1,..., J}, and there exist pair of andk such thatRank(W7,) > 1. Let
Deg, . = 0.Vk € {1,. K} Jj e {1,. J} are the

Nr—r,k
Lagrange multiplier matnces for the mterference tempemn & @ H _ wars ' H
constraint and the maximum tolerable SINRs of the secondary” ~ Juwariary, = Wiy Zl Wk Pr o (A7)
receivers inC3 andC4, respectively. In the following, we focus N hEe
on the KKT conditions related to the optimsV; ,: ~ Lt _ . = .
h V=Vt Z al=k¢fl,k¢g,k’ Wi = 5]" Ok,j = 5k,j-
Yl*,ka Dég ’ D*C4;H = 017;:]911/]:716 > 07 (38) TLE=1
Y Wi, =0, (39) Then, we substitute the constructed solutiorinto the objec-
Vw+ L = 0, (40) tive function and the constraints in{27) which yiel@s](48) o
Lk

the top of next page.
where Y7, D . D 70y, and ¢, are the optimal |t can be seen froni(#8) that the constructed solution set
Lagrange muIt|p1|ers for the dual problem &f {27). From thachieves the same optimal value as the optimal solutiorewhil
complementary slackness condition [n](39), we observe tlsatisfying all the constraints. Thus\ is also an optimal
the columns ofW7, are required to lie in the null space ofsolution of [2Y). Besides, the constructed beamformingimat
Y/ for Wi # 0. Thus, we study the composition Mz*,k W, is a rank-one matrix, i.eRank(W,;) = 1. On the
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(48)

K Lk K Lk
Objective value: Z Z Tr(Wy ) + Tr(V) = Z Z Tr(Wi ) + Tr(V)
k=11=1 k=11=1
L Te (He (Wi, = S0 iy, oF,)
' K Ly Ly N
T (Hu(3 Wit 50 Wi )+ T (Hu(V o+ S0 o 67,)) + o2
Tr(Hkak)
= K L. Tn : > Freqkavh ka
Tr (Hk( SO Wi+ X an,k)) + Tr(HyV*) + o2,
n#kr=1 m=Il+1
oo Tr(H W 1)
' K L, Ly, ~
T (H (S Wi, + 52 Wy ) ) + T(HV) + 02,
n#£kr=1 m=2 i
n#t
Tr(HtWT.k)
< K L T - Srtolth#kate{la"'aK}7
Tr (H (3 Y Wi, + 3 Wy, ) ) + T(E V) + 02,
n#kr=1 m=2
n#t
C3: Sz, (Wi, V,@)) = Scg, (Wi, V5, 07)
Nt —ri
n Ugj[ 3 Ine, ®al7,€¢n,k¢§JUgj ~0,Yje{l,....J},
lekzl
~ _ Nt —7r
Ch: Sgr, (Wi, V&) = ez, (Wi V™, 61)) +Rf[ 3 al7,€¢nyk¢§JRj = 0,Vk, j,
lekzl
C5: W, =0, C6:V =0, C8Fj=w >0, C9:dy=05,>0.

other hand, we can obtain the valuesfpf. and o 5, in (41)
by substituting the variables ifl_(47) into the relaxed \@tsi
of (Z4) and solving the resulting convex optimization peshl
for fl,k and QA k-

If there is more than one pair of and k£ such that

Rank(W,; ;) > 1, then we employ[(47) more than once and

construct the rank-one solution. Besides, the orderingnef t

andk pairs in constructing the optimal solution does not affe([:ico

to the optimal objective value.
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