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1 INTRODUCTION

Software Defined Vehicles (SDVs) represent an emerging trend in the automotive industry
[32, 78, 127], where vehicle functionalities, behaviors, and features are increasingly controlled by
software rather than hardware components [15, 61, 103]. It is estimated that by 2040, 40% of the
automotive industry’s total revenue will come from digitally-enabled services [3, 60].

This paradigm shift suggests a gradual redesign of current automotive industry and ar-
chitectures, providing users with benefits like greater flexibility, easier upgrades, personalized
customization, and the integration of advanced technologies [120]. This evolution affects not only de-
velopment and operations but also enables new business models and forms of collaboration [19]. For
instance, it leverages the vehicle’s connection with road infrastructure, Vehicle-to-Everything (V2X),
and the Internet [52]. However, these connections and the increasing presence of software compo-
nents have led to a rise in security attacks over the last years. This trend began with one of
the earliest remote vehicle attacks, which targeted a Jeep Cherokee in 2014 [23]. It continued in
the following years, for instance, in 2018 when engineers from Keen Security Lab discovered 14
vulnerabilities in BMW vehicles [125], or in 2022 when a German teenager found vulnerabilities
allowing the hacking of a Tesla Model 3 [84]. In 2024, Sam Curry, a security engineer, along with
his team, uncovered the ability to remotely control the functionalities of Kia vehicles using just
the license plate [27]. Looking ahead to the coming years, Artificial Intelligence (AI) is expected to
become a critical tool for threat actors, enabling them to quickly identify and exploit vulnerabilities
and potentially launch fleet-wide attacks [113]. Moreover, recent events where communication de-
vices were modified and remotely activated and controlled [71] have intensified concerns about the
entire production supply chain. These attacks on SDVs, particularly if the vehicles are intentionally
deployed for an attack or compromised, can be turned into weapons, as seen in vehicle-ramming
incidents [28]: this poses significant threats to public safety. [9, 65, 126]. Furthermore, the
growing complexity and volume of software, coupled with the overall transformation of vehicle
technology have increased the potential surfaces and vectors for cyber-attacks [21]. In the next
generation of SDVs, this issue could become critical, especially in the highly complex, globalized,
and difficult-to-monitor automotive supply industry.

In this scenario, from an industrial perspective, the standard ISO/SAE 21434 [64] and the
UNECE regulations R155/156 [128, 129] have been introduced in recent years (2021) to address
cybersecurity vulnerabilities in connected vehicles and SDVs. These standards serve as a means to
increase and standardize cybersecurity measures across the automotive industry. However, as the
transition to UNECE R155 compliance progresses, questions still arise regarding the implementation
of new cybersecurity and software update infrastructures. One significant concern is how to
effectively apply “Security by Design” principles when developing new software architectures.
Furthermore, challenges exist in managing the interactions between SOTIF (Safety of the Intended
Functionality) and functional safety in accordance with ISO 26262 [63], while also addressing
cybersecurity concerns.

Our work aims to explore security and privacy issues in SDVs by analyzing insights
from scientific literature and industry feedback on current challenges and potential solutions.
As the notion of SDV [15] is still evolving and lacks a well-established definition, we begin by
presenting foundational concepts relevant to SDVs and useful to address their security properly.
This includes offering a definition, building on the work in [15], and examining the differences
between SDVs, Autonomous Vehicles (AVs), and Connected Vehicles (CVs).

Our work is structured as a survey with a foundational part and four Research Questions (RQs).
We systematically collected and reviewed key literature on the topic of interest, following the
Literature Review (LR) (Section 2.1) methodology and guided by the chosen research questions.
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To further enhance and enrich this study, we incorporated feedback from industry experts, collected
through a targeted questionnaire (Section 2.2). This integration serves two important purposes:
first, to address the limited number of results from the LR due to the emerging and relatively
unexplored nature of the topic; and second, to capture practical insights from industry experts
directly involved in SDV development. Their input, covering key aspects, security threats, and
mitigation strategies, complements the literature findings and provides a more comprehensive view
of the current state of SDV development.

Our work revealed that the transition to SDVs brings challenges and risks in cybersecurity
and privacy, primarily due to the increasing reliance on software and connectivity within vehicles.
These risks range from API vulnerabilities and third-party software risks to complex supply chain
threats and potential privacy infringements. Industry feedback further underscores the urgency for
robust, standardized security frameworks and privacy-preserving mechanisms to support the
evolution of SDVs. In addition, our findings highlight the necessity of adopting multi-layered
security measures and integrating both in-vehicle and cloud-based solutions to safeguard future
SDVs and enhance user trust.

1.1 Plan of the paper

We structure our work into three main sections: (I) a foundational section (Section 3) where we
offer a possible definition of SDVs to highlight their features, distinguish them as unique entities
(Section 3.1), and clarify the distinctions between SDVs, CVs, and AVs (Section 3.2); (II) a section
(Section 4) addressing SDV security, which includes two research questions on attack surfaces
(Section 4.1) and mitigations (Section 4.2), and (III) a section (Section 5) on SDV security challenges
that explores two research questions respectively on Over-the-Air (OTA) (Section 5.1), and SDV
data privacy (Section 5.2). With the RQs, firstly, we identify the possible attack surfaces, including
the ones related to the challenges (OTA, Privacy). Secondly, we list the possible mitigations to
address the vulnerabilities in the discovered attack surfaces. While, in RQ3 and RQ4. we focus on
the relevant SDV topics. The RQs are the following.

RQ1 - Which are the attack surfaces in SDVs and their vulnerabilities?

RQ2 - What strategies can mitigate attack surface vulnerabilities?

e RQ3 - Which are the main security issues that OTA updates face, including the out-of-the-
vehicle environment?

e RQ4 - How do SDVs affect data collection, and what are the primary concerns related to

user and vehicle privacy?

In Fig. 1, we summarize the new Vehicular-Software (VehiSoft) centric ecosystem inside the
Vehicle Hardware (VehiHard), with our RQs and the main actors involved in each one. We also
design the connections between the security challenges of SDVs, where each challenge contributes
to the threats and mitigations section. To conclude our work, each previous section includes a
highlighted grey box summarizing the key lessons learned. In Section 7, we present the overall
conclusions and discuss potential future directions. In Table 1, we provide a comprehensive list of
all abbreviations and acronyms used in this work.

1.2 Motivations and Contributions

Considering the significant evolution of vehicles in recent years and the lack of a comprehensive
definition and analysis of SDV security and privacy, the motivations behind this work are fourfold,
as outlined in the introduction, which are as follows.
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Fig. 1. Our review structure with the new Vehicular-Software (VehiSoft) centric ecosystem with the RQs, the
main actors involved, and the connections with the dotted lines.

e Technological evolution: to explore the implications of the transition from hardware-

centric to software-centric vehicle systems, which are quickly redefining the boundaries and
capabilities of modern vehicles [15, 61, 103].

Security and privacy concerns: to address the growing concerns over the security and
privacy risks associated with SDVs, especially considering recent high-profile cyber-attacks
on connected vehicles [27, 84, 125].

Need for comprehensive analysis: considering the requirements of UNECE regulations
R155/156 [128, 129] and the standard ISO/SAE 21434 [64], we provide a thorough review
of existing literature and current practices that can help to identify gaps in knowledge and
potential areas for compliance and innovation in the security and privacy of SDVs [15].
Supply chain complexity: the supply chain for SDVs involves multiple layers of participants,
including Original Equipment Manufacturers (OEMs) who design and manufacture vehicles,
and multiple Tiers (1-2-3). This layered structure increases the complexity as diverse software

and hardware components from various suppliers must be integrated, each with differing
cybersecurity standards [16, 69].

After the analysis, this work has made the following contributions.

e Comprehensive Review: a thorough LR and questionnaire gathering insights from industry

experts, examining the current state of security and data privacy in SDVs, while highlighting
key challenges and emerging trends.

e Comprehensive definition of SDV: Following [15], we provide a definition of SDV that

can help to clearly differentiate among SDV, AV, and CV.

o Attack surfaces identification: identification and categorization of potential attack surfaces

specific to SDVs, considering their unique characteristics and technological innovations.
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o Solution Framework: exploration of existing and potential solutions to mitigate identified
threats, with a focus on OTA updates and data privacy.

e Research Gaps and Future Directions: discussion of open issues and areas for future
research, providing a roadmap for enhancing the security and privacy of SDVs.

Table 1. List of acronyms.

Acronym | Description Acronym | Description
AAOS Android Automotive OS MAC Message Authentication Codes
ADAS Advanced Driver-Assistance Systems ML Machine Learning
Al Artificial Intelligence MQTT Message Queuing Telemetry Transport
API Application Programming Interface OBD-II On-Board Diagnostics-II
ARP Address Resolution Protocol OEM Original Equipment Manufacturer
AV Autonomous Vehicle OTA Over-the-Air
CAN Controller Area Network PII Personally Identifiable Information
CICD I():1<())r;trinr:Elrllct)us Integration/Continuous De- RQ Research Question
Ccv Connected Vehicle ROS Robot Operating System
DFS Depth-First Search SaaS Software as a Service
DL Deep Learning SDN Software-Defined Networking
E/E Electrical/Electronic SDV Software Defined Vehicle
ECC Elliptic Curve Cryptography SecOC Secure Onboard Communication
ECU Electronic Control Unit SOA Service Oriented Architecture
EV Electric Vehicle S-ARP Secure ARP
GDPR General Data Protection Regulation SVSE Secure Vehicle Software Engineering
IDS Intrusion Detection System TAK Title-Abstract-Keywords
IDPS irelrt;usion Detection and Prevention Sys- TESLA Eglettiicfglcnient Stream Loss-Tolerant Au-
IMU Inertial Measurement Unit TLS Transport Layer Security
IoT Internet of Things ToS Terms of Service
IPS Intrusion Prevention System V2l Vehicle-to-Infrastructure
ITS Intelligent Transportation System vav Vehicle-to-Vehicle
IVI In-Vehicle Infotainment v2X Vehicle-to-Everything
IVN In-Vehicle Network VANET Vehicular Ad Hoc Networks
LR Literature Review VLAN Virtual LAN
2 SOURCES

In the following two subsections, we outline the process used to retrieve evidence and data from
the LR and the questionnaire conducted with industry experts.

2.1 Literature Review Process

The LR for this study follows a systematic approach by adapting the SALSA (Search, Appraisal,
Synthesis, and Analysis) method to mine the relevant literature. The approach is based on the
guidelines from Booth et al. [18] and tailored to meet the specific context of SDVs. The process
begins with the formulation of RQs and an exploration of background topics on SDVs. The output
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of this systematic process is a defined set of articles addressing each RQ and topic. The workflow
can be broken down into multiple stages of the method: Search, Appraisal, Synthesis, and Analysis.

The search process is driven by the design of the research questions. This is followed by the
development of the query to gather relevant literature from the selected primary and secondary
sources. Primary sources are databases that directly house academic research, while secondary
sources provide aggregated or second-hand information and were used to supplement the search.
The selected primary sources include relevant digital libraries such as IEEE Xplore [62], ACM
Digital Library [4], Science Direct [112], and Springer Link [121]. The selected secondary sources
include Google Scholar [48] and ResearchGate [105]. These secondary sources are known for
returning large volumes of results, and thus the search was limited to the first 100 results sorted by
relevance. The query string “software AND defined AND vehicle(s)” was used on March 6th,
2024, across primary and secondary sources, with results filtered using Title-Abstract-Keywords
(TAK) criteria for relevance. After retrieving articles, the next phase involved appraising them based
on inclusion and exclusion criteria. Inclusion required articles to be in English, peer-reviewed,
and focused on security and privacy in SDVs. Exclusion criteria removed publications before 2004
and unrelated topics like “Software Defined Internet of Vehicles”. A snowballing phase using
the Paperfetcher Tool [93] followed, allowing backward and forward reference chasing to expand
the selection. Due to the limited number of articles retrieved, additional tertiary sources were
incorporated, including previous SDV surveys and author-recommended papers. In the synthesis
phase, selected papers were categorized by formulated RQs as summarized in Fig. 2.

2.2 Questionnaire Process

The authors designed the questionnaire based on the LR and their expertise, and it was distributed
to cybersecurity experts, all of whom are actively involved in the automotive SDV supply
chain. In particular, we aimed to cover the entire supply chain and the various areas of expertise
involved in SDV development. The selected respondents, from different continents, included profes-
sionals holding roles such as cybersecurity technicians, senior cybersecurity experts, cybersecurity
managers, and researchers affiliated with OEMs, Tier 1 and Tier 2 suppliers, as well as other crit-
ical stakeholders involved in the SDV ecosystem. To ensure confidentiality, the questionnaire
was conducted anonymously. This approach allowed participants to provide feedback without
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any concerns about disclosure of their personal identity or professional affiliation. The question-
naire was structured to capture insights across the following five key areas critical to SDVs: SDV
definition, security threats, mitigation strategies, OTA updates, and privacy.

The first part focused on establishing a common understanding of the SDV concept on
the foundational aspects. Respondents were asked to define an SDV and share their perspectives on
how the increasing reliance on software differentiates SDVs from traditional vehicles. In particular,
they answered to 19 questions, using a scale where 1 represents low relevance and 5 indicates
high relevance for the definition of SDV, and we used the same scale for the following two
questions. The second section of the questionnaire surveys the attack surfaces. Respondents
were asked to identify the main perceived attack surfaces and vulnerabilities within the SDV
ecosystem. Specifically, they answered to 12 questions. The third section focused on mitigations.
The questionnaire gathered insights into the effectiveness of current security measures, such as
encryption techniques and secure communication protocols. In particular, they responded to 14
questions. The fourth section explored OTA updates, a critical feature that allows manufacturers
to remotely update the software within SDVs. Respondents were asked to assess the security risks
associated with OTA updates. In particular, they responded to 18 questions, using a scale where 1
indicates low criticality and 5 indicates high criticality for SDV OTA. Finally, the questionnaire
concluded with a focus on SDV data privacy. Specifically, they responded to 7 questions, using a
scale where 1 indicates strongly disagree and 5 indicates highly agree for SDV data privacy.

The questionnaire was answered by 11 experts, including representatives from OEMs (18%),
Tier 1 suppliers (27%), Tier 2 suppliers (9%), and Others (46%). The “Others” category consists
of cybersecurity experts in the automotive sector who contribute to the supply chain, even if
not directly employed by a supplier. The combination of responses from these groups provided a
comprehensive perspective on the cybersecurity challenges and considerations in the SDV domain,
which we used as input in the subsequent sections. The following sections will include a subsection
titled “Experts’ feedback” where we present the questionnaire results and we report bar charts
of the most significant answers. In addition, we will incorporate the relevant expert opinions
throughout the text.

3 FOUNDATIONAL CONCEPTS OF SDV
3.1 SDV Definition

The concept of SDVs is relatively new and the definition of SDV key elements varies slightly
among authors and companies, with few research papers focusing explicitly on SDVs. Many of
them start with a broad definition and a list of features and then narrow down to address a specific
topic of interest related to SDVs. More centered on the SDV capabilities are white articles or books
from the industry (see, e.g., [116, 120]). Consequently, a clear consensus on the most important
features has yet to be established. In this section, we outline the main features of SDVs to provide
a foundation for discussing the associated security and privacy concerns. Before proceeding with
the list, where each feature is contextually framed and linked to the others, we set the baseline, by
starting with the straightforward definition given by part of the authors in [15]:

SDV is an in-vehicle solution that enables the abstraction and management of hardware vehicle
components through software to create a scalable architecture with both centralized and distributed
local and remote controls. Additionally, all vehicle software components must support OTA updates.

This definition allows us to briefly convey the innovative nature of SDVs with respect to tradi-
tional vehicles, and preparing for the rest of discussion on the detailed list of features. The list was
developed using articles referenced in the LR, the authors’ knowledge, and the contributions of
the questionnaire. The experts reviewed our initial list and provided feedback that was integrated
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into the final list. After this process, we identified the main features and organized them in
a hierarchical order. The first level of the list indicates the general features, while the second
and third levels provide the sub-features and related details. We then discuss some notions related
to SDVs and some similarities between SDVs and other devices/technologies, which can help
define and contextualize SDVs. Firstly, we provide the following three main feature categories:
decoupling of hardware and software, smart vehicle and paradigm shift, and reshape of automotive
industry.

e Decoupling of hardware and software [79, 140] represents a significant shift in the
relationship between the two, particularly as vehicles become more software-centric [108,
115]. In this context, vehicles are primarily defined by software, with hardware playing a
supporting role. Software can offer many advantages, including high flexibility, stronger
compatibility, modularity, scalability, upgradeability and increased market competitiveness.
The following are some of the main related features identified in the literature.

— Hardware becomes an abstract shared resource: software can be called/accessed,
allowing for a flexible combination that enhances both functionality and performance
[79, 140]. Besides, hardware abstraction plays a crucial role in effectively managing the
underlying hardware functions and application services. This can be accomplished through
the use of standardized interfaces [77, 140].

— Hardware and software agnostic: ideally, software services and interfaces (like Appli-
cation Programming Interfaces (APIs) and middleware) should be hardware-agnostic to
allow interaction of applications with other hardware services or communication with
other applications [115]. This approach enables sharing of solutions among manufacturers,
suppliers, and academia. Software applications can be developed independently and tailored
to specific functions or services and not to the vehicle types [10].

— Hardware/Software update ability: vehicle functions and capabilities, powered by soft-
ware, can be upgraded and managed continuously throughout the vehicle’s entire lifecycle.
These updates can occur also post-sale [115, 140]. All vehicle components must support
continuous OTA software updates, allowing for the agile [115] addition of new features,
fixing vulnerabilities or software bugs, and optimizing existing functions [10, 79, 108, 140].
This adaptability also enables vehicles stay current and extend their lifespan. As vehicle
technology becomes increasingly software-centric, the reliance on software introduces
challenges similar to those faced by computers and smartphones, such as software ob-
solescence, hardware compatibility issues, cybersecurity risks, and higher maintenance
costs. By offering long-term support and regular updates, manufacturers can help ensure
vehicles remain up-to-date and resilient over time.

— Enhancement of Software reuse: reusing software components across different systems
and platforms enhances development efficiency, reduces costs, and can ensure consistency
in quality [77].

e Smart vehicle and paradigm shift: SDVs unlock the full potential of data, enabling its
circulation and utilization after collection. With an increased integration of sensors, devices,
and enhanced computing and communication capabilities, SDVs can handle and improve the
quality of generated data through closed-loop data systems, allowing onboard software to
achieve self-learning and evolution. This development not only enhances the personalization
of user experiences but also supports extensive data processing demands by connecting
vehicles to cloud platforms [79, 140]. Additionally, a paradigm shift positions the vehicle as one
component within a broader ecosystem, where customer-centric development continuously
improves features based on usage, reflecting a Darwinian revolution as it is for EVs [10, 135].
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¢ Reshape of automotive industry and new vehicular technologies [2]: the automotive
industry is undergoing a transformation with the development of new vehicular technologies,

but the current setup of vehicles seems not to be quite ready for this transition [108].

— The increasing complexity and volume of software requires greater computing power
[140, 140] and increased security measures, because new security and privacy challenges
arise [10].

- Hardware, software, and communication architectures need improvements:

* Architecture: SDV do not prescribe a specific the underlying architecture, but the zonal
architecture aligns well with SDV goal, prompting a shift from a domain-centric to a
zonal-centric E/E architecture [108]. In a zonal architecture, systems are interconnected
based on physical location rather than by domain or function. Each zone has a dedicated
controller that manages the local components. These zonal controllers are interconnected
with each other and communicate with a central computing system. Moreover, the
vehicle’s architecture should be able to scale resources to meet specific requirements in
V2X communications.

On-board operating system: this has become a crucial strategic component that en-
hances product competitiveness by providing integration and flexibility for vehicle
control and application services. This system is expected to evolve from partially inte-
grated systems to comprehensive vehicle-level systems that support rich application
ecosystems, improve control flexibility, and reduce integration costs [140].
Automotive Ethernet: it seems to be a good candidate for the backbone communications
in SDV architecture where a large amount of data is transmitted [31].

Cloud-native design paradigm: these paradigms should be adopted across the hard-
ware platforms from the cloud to the vehicle-edge, following an automotive DevOps
(Development Operations) perspective [115].

*

*

*

Useful similarities and related notions. The transition to SDVs is often compared to the
evolution of smartphones, representing a move towards software-defined capabilities [10, 115, 140].
Although automotive and smartphone environments can have similarities, SDVs face unique
challenges due to their mixed-criticality workloads requiring both safety and real-time performance.
Additionally, SDVs share architectural aspects with robotic systems, as both rely on frameworks of
software tools, libraries, and APIs to manage sensor and actuator networks. For instance, Apex.OS—a
variant of Robot Operating System (ROS) 2 by Apex.Al—demonstrates this software structure for
both robotics and vehicles [10]. Moreover, Software-Defined Networking (SDN) principles, by
separating network control from data flow, provide SDVs with centralized management, effective
communication, and dynamic network resource allocation, essential for real-time and cloud-based
interactions [25].

3.1.1 Experts’ feedback. The experts provided a range of responses regarding the key features of
SDVs. The highest level of consensus was observed for Decoupling of Hardware and Software,
with 63.6% of respondents rating it as significant (rating 5) and 27.3% rating it at 4. This suggests that
separating hardware from software is essential for improving flexibility, scalability, and modularity,
as shown in Section 5.2.4. Responses for Generic Software were more varied and distributed. For
Generic Software, both ratings 4 and 5 each received 36.4%, indicating that while experts recognize
the importance of cross-platform development, their priorities differ. Regarding Automotive
Ethernet, the ratings were evenly split between 4 and 5, showing that experts acknowledge the
growing importance of evolving communication architectures. Finally, Continuous OTA updates
and Advanced Data Management were rated highly by most experts, with 63.6% marking
Advanced Data Management as essential to the future SDV development.
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Fig. 3. Some of the experts’ answers for the definition section, where a rating of 1 indicates irrelevance and 5
indicates high relevance for SDV definition.

Lesson Learned 1. The concept of SDVs is still evolving. We found different definitions of key
elements across authors and companies and limited research dedicated specifically to SDVs. The
result of our investigation is a list of the main features of SDVs, along with a discussion of their
importance as highlighted by literature and domain experts. This serves as a foundation for
examining their security and privacy implications while acting as a guide to aspects likely to
emerge in the near future.

3.2 Differences between SDV/AV/CV

Although these three terms are frequently used interchangeably, AVs, CVs, and SDVs refer to
distinct, yet partially overlapping, categories of vehicles.

AV refers to vehicles capable, at different levels, of driving without human intervention, regardless
of whether their design includes controls for a driver [89]. AVs can operate in various modes:
they may be fully autonomous, assist the driver during driving, or alternate smoothly between
autonomous and human-controlled driving [141]. These vehicles use cameras and sensors to
monitor the road and surroundings, relying heavily on artificial intelligence to handle driving tasks,
manage traffic, and prevent accidents. AVs can also communicate with other AVs, using visual
signals like blinkers, alongside specific protocols to safely determine yielding priorities [1].

CVs are vehicles equipped with V2X communication technology, enabling them to interact
with other vehicles, infrastructure, and road users through a backend system that facilitates this
exchange [130]. This technology encompasses various forms of data exchange, such as Vehicle-to-
Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication, which use dedicated short-range
radio signals to share information on vehicle speed, position and direction, as well as road conditions
and other relevant data [130]. Connected vehicle is an older concept, dating back to 1996 and a
wide set of contemporary vehicles already falls into this category; the presence of a (Internet)
connection can be considered an enabler for both AV and SDV features. For example, inter-vehicle
communication, would allow coordination among two or more different autonomous vehicles. CV
is also the main enabler for OTA updates of the car software and firmware.

SDV is the most recent of these three concepts, and represents the set of vehicles whose hardware
and software components can be enabled or disabled via software [15]. Moreover, SDVs allow the
implementation of a revenue model for the car producer, where the user is charged on a subscription
basis to have specific functionalities of the vehicle, which already comes as full-optional, i.e., with
all functionalities pre-installed on the vehicle. Depending on the features that the driver intends to
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Fig. 4. Possible attack surfaces in SDV, including both legacy attack surfaces (S0-1, S0-2, and S0-3) and those
specific to SDVs (S1-S6).

use and exploit, these components will be enabled at a predetermined fee. In this way, the user
could also pay for specific functionalities only when he/she is actually planning to use them. For
example, if the vehicle will not be used for a long period of time, the user could temporarily ask to
disable some advanced autonomous driving or comfort features, avoiding paying the subscription
fee for them for the period when they are not needed. The enabled and disabled features of SDVs
range from the advanced navigation system to level 3 autonomous driving and even speed or
torque limiters for different driving styles. Since these features are enabled or disabled via OTA
configurations, SDVs should always be connected to the network, thus also being CVs.

Summarizing, SDVs, AVs and CVs refer to different vehicle features. Most of today’s
vehicles are CVs. At the same time, different levels of driving assisting features (Advanced Driver-
Assistance Systems (ADAS)) and even level 3 autonomous driving are present in many existing com-
mercial vehicles, making them AVs. A vehicle can be connected without having autonomous
driving features, and, at the same time, can be autonomous without exposing the network
interface. The same applies to SDVs, where although connectivity is generally a requirement,
configurations could be done by physically connecting to the vehicle ports. Moreover, for SDVs,
autonomous driving becomes a feature that can be enabled or disabled via software, placing it
inside or outside AVs, according to the specific configuration.

4 SDV ATTACK SURFACES
4.1 RQ1 - Which are the attack surfaces in SDVs and their vulnerabilities?

This section examines the attack surfaces SDVs may face. Each attack surface is assigned a unique
identifier (Sx) to facilitate easy reference in the text and to the corresponding mitigation in
Section 4.2. It is essential to note that we focus only on attack surfaces related to the specific
characteristics of the SDVs. However, we still acknowledge legacy attack surfaces inherited
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autonomous and connected vehicles, such as those related to S0-1 in-vehicle networks

(e.g., Controller Area Network (CAN), Ethernet, etc.) [5], S0-2 V2X communication [46] or SO-
3 smart sensors [22]. These surfaces are still relevant to SDV and must be taken into account.
Fig. 4 summarizes the possible attack surfaces and includes several layers of interaction. Critical
components such as zonal controllers, central computing units, and external third-party libraries
are highlighted as key vulnerabilities, exposing the SDV to various cybersecurity risks from the
supply chain to OTA updates. Based on the characteristics of the SDV, the following attack surfaces
should be considered.

S$1- Insecure APIs: APIs in SDVs are crucial to support software development. They provide
hardware abstraction and enable interaction between software components, facilitating both
in-vehicle and cloud-based solutions. However, they also introduce a new attack surface
that exposes the vehicle to various threats. The misconfiguration of these APIs or the lack
of proper authentication and verification mechanisms can enable attackers to exploit them
for various attacks, including revealing sensitive or personally identifiable information or
gaining malicious remote vehicle control [35].

S2 - Third-party Applications and Libraries: The increasing number of software compo-
nents in SDVs and the push for faster, easier development and deployment of new features
necessitate the integration of third-party software and libraries. However, this creates further
security risks, as these components can become vectors for malware or hacking attempts.
Learning from similar domains, such as smartphones [37, 101] and industrial control sys-
tems [29], integrating such software without proper security testing and verification could
expose vehicle systems to risks. These risks include unauthorized access to sensitive vehicle
systems, compromise of control, or misuse of personal data such as location, driving habits,
and preferences. Furthermore, if software is not carefully deployed and integrated, it can
cause compatibility issues, leading to malfunctions or degraded performance in vehicle core
functions.

S3 - Supply-Chain Security: This involves vulnerabilities in both hardware [51] and soft-
ware components [72]. This includes injecting malicious code into legitimate packages and
manipulating the development environment during the build process. Attackers can also
distribute compromised versions of legitimate updates, posing serious risks to vehicle safety
and performance. By targeting the supply chain, attackers exploit trusted sources to deliver
malware, making it essential to implement secure verification and distribution methods to
protect the SDV infrastructure.

$4 - Mixed Criticality: SDVs typically use a Service Oriented Architecture (SOA) [107],
where different services (e.g., navigation, entertainment, safety features) with different levels
of criticality communicate over a shared network and/or share the same resources. This ar-
chitectural approach, while flexible and modular, introduces potential security vulnerabilities
[76]. Attackers could exploit SOA vulnerabilities to disrupt communication between services,
leading to denial of service or unauthorized access to sensitive data. An attacker could flood
the network with bogus service requests, overwhelming the system, and causing critical
services like collision avoidance to fail.

S5 - OTA Update: OTA updates are increasingly common for vehicles, offering the conve-
nience of remotely updating software without physical intervention. However, OTA updates
also introduce various security concerns [53], such as Machine-In-The-Middle attacks, data
integrity, confidentiality and authenticity issues, but also potential impact on safety aspects
that must be considered and addressed. In fact, if the confidentiality and authenticity of
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Fig. 5. The experts’ answers for the RQ1, where a rating of 1 indicates irrelevance and 5 indicates high
relevance for SDV security.

4.1.1

a firmware is attacked, possible malicious customized firmware can be deployed and in-
stalled on a vehicle [26] causing remote attacks that affect the safety of the vehicle and the
surrounding area, creating potential vulnerabilities.

In addition, supply chain attacks, where the update server or software supply chain is
compromised, pose a significant threat by allowing malicious updates to be distributed on a
large scale. Furthermore, rollback attacks [8], firmware corruption, and potential unauthorized
access are considered serious security challenges related to OTA updates.

$6 - Data Privacy: Since the advent of SDVs, large amounts of data are collected by their
telematics units for various purposes, including use by OEMs and third-party entities. With
rising connectivity in SDVs, data sharing raises privacy concerns as vehicular data includes
Personally Identifiable Information (PII) [45, 98] such as the driver’s geolocation. Attacks on
data privacy mainly revolve around the theft of user data by (i) unauthorized entities or (ii)
authorized entities with insufficient permissions to access certain data [97]. RQ4 (Section 5.2)
discusses privacy regulation, attacks and defenses in detail.

Experts’ feedback. As shown in Section 4.1.1, experts provided feedback on various security

risks related to SDVs. The highest consensus was observed for Insecure APIs (S1), with 54.5%
of respondents rating it as relevant, and 36.4% rating it at 4, highlighting significant concerns
regarding the vulnerability of APIs. Similarly, Malware in Third-Party Apps and Libraries (52)
was rated 4 and 5 by 45.5% of the experts, underlining the risk posed by untrusted software and
libraries and emphasizing the need for stringent vetting processes. Concerning Supply-Chain
Security (S3), experts’ feedback was divided into hardware and software supply chain security
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Fig. 6. Expert responses on the relevance of various attackers for SDV.

to capture insights in both areas. For hardware supply chains, 36.4% of experts rated the risks
as highly relevant. Regarding software risks like code injection, feedback was evenly distributed.
This suggests that while both types of threats are acknowledged, perceptions of their criticality
vary. Mixed Criticality (S4) threats were perceived as moderately concerning, with 27.3% of
respondents assigning ratings 3, 4, and 5 equally, suggesting that this issue is seen as significant
but not overwhelmingly critical compared to other risks. Regarding OTA Update (S5), a majority
of experts rated the criticality of OTA updates as high, with 54.5% assigning it a rating of 4 and
27.3% rating it at 5, emphasizing the importance of securing these updates. Similarly, experts
largely indicate that privacy (S6) in SDVs is commonly seen as secondary to security, with 54.6%
of responses agreeing or strongly agreeing that privacy often receives less focus. This suggests that
privacy may be an under-recognized attack surface. Finally, existing attack surfaces in automotive
systems remain critical for SDVs based on expert feedback. Experts view the in-vehicle networks
(S0-1) as a critical attack surface for SDVs. Similarly, 54.5% of experts rated V2X communication
(S0-2) as highly critical (5) for SDVs. Smart sensors (S0-3), including Al systems involved in
perception and planning, were also considered highly critical. These responses highlight that
despite advancements in SDV technologies, traditional automotive attack surfaces remain significant
security concerns.

As shown in Fig. 6, another interesting aspect we aimed to investigate was identifying who the
potential attackers of SDVs might be the possible attackers of SDVs. Based on experts’ feedback,
criminals are considered a significant threat, with responses spread across different relevance
levels. In fact, 63% of experts rated this group as either relevant (4) or highly relevant (5). Similarly,
nation-states are viewed as a major threat, with 60% of responses indicating they are either highly
relevant (5) or relevant (4). Competitors, on the other hand, are primarily seen as a moderate
concern, with most experts rating them as moderately relevant (3), though some respondents also
found them to be highly relevant (5). Lastly, activists are perceived as the least relevant group,
with most ratings falling between not relevant (1) and moderately relevant (3).

Lesson Learned 2. Existing attack surfaces in CVs and AVs, such as V2X communication
and in-vehicle networks, will continue to be critical in SDVs. Emerging attack surfaces like
unsecured APIs, third-party software libraries, and supply chain vulnerabilities will introduce
additional challenges unique to SDVs. Addressing these emerging attack surfaces alongside
traditional ones is key to safeguarding SDVs as they evolve.
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4.2 RQ2 - What strategies can mitigate attack surface vulnerabilities?

As discussed in Section 4.1, the attack surfaces for SDVs range from unauthorized access to
sensitive data to the complete takeover of critical vehicle functionalities. This section presents
potential strategies to mitigate vulnerabilities across the identified attack surfaces. The proposed
mitigations are grouped into overarching categories to enhance clarity and organization.
These classifications are based on solutions found in the literature and feedback from industry
experts gathered through the questionnaire. Similar to the attack surface categorization in the
previous section, each mitigation category is assigned a unique identifier (Mx) to facilitate easy
reference in the text and to the corresponding attack surfaces.

At the end of the section, to summarize, Table 2 provides a mapping between the attack surfaces
identified in Section 4.1 and the mitigation strategies discussed in this section. This mapping serves
as a guide to ensure that, where available, every attack surface can be reduced with suitable
mitigation techniques, offering a broad overview of the security measures that can be adopted to
protect SDVs.

Table 2. Attack Surfaces-Mitigations Mapping: for each identified surface, the corresponding mitigations are
listed in order of their effectiveness, as determined by the LR, the questionnaire, and the authors’ expertise.

Attack Surfaces (Section 4.1) Mitigations (Section 4.2)
ID ‘ Description ‘ ID ‘ Description
S0-1 | In-vehicle network M1 | Intrusion Detection and Prevention Systems

M2 | Secure Software Development Practices
M3 | Automotive Ethernet Security
M4 | OTA Defenses

S0-2 | V2X communication M4 | OTA Defenses
M1 | Intrusion Detection and Prevention Systems
S0-3 | Smart sensors M1 | Intrusion Detection and Prevention Systems

M4 | OTA Defenses
M9 | Trustworthiness scores

S1 API Security M4 | OTA Defenses
M1 | Intrusion Detection and Prevention Systems
S2 Third-party Apps and Libraries M4 | OTA Defenses

M1 | Intrusion Detection and Prevention Systems
M2 | Secure Software Development Practices

S3 Supply-Chain Security M7 | Testing Automation
M2 | Secure Software Development Practices
M8 | Testing

M9 | Trustworthiness scores
M10 | Insurances

S4 Mixed Criticality M1 | Intrusion Detection and Prevention Systems
M4 | OTA Defenses
M8 | Testing

S5 OTA Update M4 | OTA Defenses

S6 Data Privacy M5 | Data Anonymization

Mé | Differential Privacy

e M1 - Intrusion Detection and Prevention Systems (IDPSs): In the context of attack
surfaces, SDVs can leverage IDPSs to address vulnerabilities such as malware introduced
through third-party applications (52) by monitoring internal and external communications
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for anomalies [73, 114, 131]. IDPSs are designed to detect unauthorized access attempts and
irregular data transmissions, allowing for proactive intervention before a compromise occurs.
However, in practice, IDPSs face limitations: commercial systems often exhibit high false
positive rates, which can impact network performance. Attackers can also rapidly adapt,
finding ways to spoof these systems. While IDPSs offer a valuable layer of security, improving
their accuracy and resilience remains an active area of research to ensure their effectiveness
in real-world applications [82, 99].

In contrast, the use of Al for Intrusion Detection Systems (IDSs) in In-Vehicle Net-
works (IVNs) focuses on Machine Learning (ML) and Deep Learning (DL) techniques to
improve threat detection [104]. Al-based systems can identify both known and unknown
attacks by analyzing communication patterns, such as those on the CAN bus, and detect
subtle anomalies that traditional methods may overlook. Questionnaire responses regarding
Gateway Firewalls highlight their perceived importance in securing SDVs, with 63.6%
of experts rating them as highly critical (rating 5) and 36.4% at rating 4. These firewalls,
combined with IDPSs, form a defense mechanism that filters traffic and potentially responds
to intrusions in real time, as illustrated in Fig. 7.

M2 - Secure Software Development Practices: Another important mitigation strategy
is Secure Vehicle Software Engineering (SVSE) Lifecycle for API and supply chain
security (S0-1, S3). Ensuring that all software components in an SDV are developed following
secure coding practices reduces the likelihood of vulnerabilities being introduced during the
development phase [87]. This includes conducting comprehensive testing using techniques
like static and dynamic analysis, fuzz testing, and penetration testing. The adoption of
a secure software development lifecycle (SDLC) [87, 92], which incorporates security at
every stage of the development process, is essential. This lifecycle should include threats
modeling and risk assessment process [55, 74, 86], which identify key security threats (e.g.,
spoofing, tampering, information disclosure), and automated testing frameworks like TARA
to ensure that identified threats are adequately mitigated [88]. In addition, it is critical to
use / develop secure and standardized vehicle APIs [54, 136]. To reduce attack surfaces
that generate third-party software vulnerabilities (S2), software composition analysis
(SCA) can be employed [92]. SCA tools scan the software components used in SDVs for
known vulnerabilities, ensuring that any vulnerabilities in third-party libraries or open-
source components are identified and mitigated before deployment. By integrating SCA into
the development and update process, manufacturers can reduce the risk posed by insecure
third-party software [139]. The experts’ feedback on the SVSE Lifecycle reveals a strong
consensus on its importance for SDV security, with 54.5% rating it as highly critical.

M3 - Automotive Ethernet Security: In our survey, Automotive Ethernet has been identified
as a key enabler for SDVs. However, Automotive Ethernet can inherit the vulnerabilities of
standard Ethernet [31]. To mitigate security risks in AE, several strategies have been proposed
to address its vulnerabilities. Firewalls can control data flow between networks, blocking
unauthorized access. IDSs monitor network activities in real-time, identifying and preventing
potential threats. Encryption protocols such as IPsec and MACsec are essential for ensur-
ing data confidentiality and integrity, particularly when transmitting sensitive information
within the vehicle [30]. Furthermore, Transport Layer Security (TLS) protects point-to-
point communications, mainly securing unicast transmissions. VLANSs play a key role in
segmenting the network, reducing the risk of lateral movement by isolating sensitive domains
[66, 118]. Message Authentication Codes (MAC) help verify message authenticity within
the in-vehicle network (IVN), while Secure Onboard Communication (SecOC) ensures
both message integrity and authenticity between Electronic Control Unit (ECU) [30]. Timed
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Efficient Stream Loss-Tolerant Authentication (TESLA) and Secure ARP (S-ARP)
add further protection by preventing replay attacks and Address Resolution Protocol (ARP)
poisoning [142]. Together, these mitigation techniques can increase Automotive Ethernet
security with a relative impact on network performances. The responses about Automotive
Ethernet indicate that experts view it as a valuable standard for enhancing security, with
45.5% rating it at 4 and an equal 45.5% rating it at 5, underscoring the critical role of secure
communication networks in the evolving architecture of SDVs.

e M4 - OTA Defenses: As we will discuss deeper in Section 5.1, our LR and questionnaire
highlight the importance of a multi-layered approach to OTA update security, focusing
on both in-vehicle and out-of-vehicle elements. Proper encryption, secure boot, digital
signatures, role-based access controls, and thorough auditing practices can be applied to
mitigate OTA vulnerabilities. In particular, the use of encryption and authentication in
all stages of the update process may help to prevent interception, and they should include
cryptographic signatures that can be verified by the vehicle before installation. This ensures
that only legitimate updates from authorized sources are installed, minimizing the risk of
malicious code being introduced into the system. Encryption protocols such as Elliptic Curve
Cryptography (ECC) are highly efficient for securing communication in resource-constrained
environments like vehicles [15, 106]. Due to OTA relevance in SDV, we will have a specific
focus on it in Section 5.1.

e M5 - Data Anonymization: Anonymization techniques are essential for safeguarding
data privacy in SDVs by enabling data utility without compromising individual privacy.
Data masking is a widely used technique that transforms sensitive attributes, such as
precise GPS coordinates or driver identifiers, through methods such as pseudonymization
or obfuscation. For instance, vehicle location data can be spatially generalized to reduce
granularity, preserving utility for traffic flow analysis while minimizing re-identification
risks. Another approach, k-anonymity, ensures that each data point is indistinguishable
from at least k-1 other entries in the dataset, mitigating the risk of singling out individual
vehicle or driver data. In SDVs, k-anonymity can be applied to driving patterns or route data
by aggregating within predefined similarity groups, ensuring differential indistinguishability
across a cohort of vehicles. L-diversity and t-closeness are advanced extensions of k-
anonymity, designed to address its vulnerability to attribute disclosure. L-diversity ensures
that each anonymized group contains a diverse set of sensitive values, reducing the risk of
inferring sensitive attributes, while t-closeness requires that the distribution of sensitive
attributes within each group closely matches their distribution in the overall dataset, thereby
limiting the information gain from any group-specific details. L-diversity can be used to
anonymize groups of vehicle data, such as driver behavior or location patterns, by ensuring
each group contains a variety of possible sensitive values. T-closeness further strengthens
privacy by ensuring that the distribution of sensitive attributes within each group, such as
fuel consumption or braking patterns, remains statistically similar to the distribution in the
overall dataset.

e M6 - Differential Privacy: Differential privacy (DP) offers a rigorous mathematical
framework for maintaining individual privacy in SDVs while supporting data utility for
analysis on aggregated vehicle datasets. SDVs generate high-resolution data streams from
in-vehicle sensors. By implementing differential privacy, controlled noise is systematically
injected into aggregate query results, ensuring that the presence or absence of any single data
point has a minimal, statistically bounded impact on the output. This probabilistic noise
addition obfuscates individual-level data, preserving privacy while enabling the extraction of
meaningful patterns—such as driving behaviors. Differential privacy enables these analyses to
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Fig. 7. Some of the experts’ answers for RQ2, where a rating of 1 indicates irrelevance and 5 indicates high
relevance for SDV security.

remain compliant with regulatory standards by providing quantifiable privacy guarantees
while upholding data utility for the data processor.

e M7 - Resource allocation: in SDVs is especially relevant for managing the computational
requirements of security functions. As vehicles become more software-driven, efficient
resource management is critical to prevent security measures, such as encryption and
intrusion detection, from overwhelming the vehicle’s hardware resources. Solutions like
hypervisor-based virtualization allow vehicles to run multiple applications with different
safety-criticality levels on the same hardware, ensuring that critical functions are isolated from
less critical ones. This not only enhances security but also optimizes the use of computational
resources [94].

4.2.1 Experts’ feedback. Beyond the previously mentioned mitigations, industry experts, and
some literature references, also suggest additional measures for improvement. In particular, in Fig. 7,
we report some of the questionnaire results. Testing (M8) is a key area for improvement in SDVs.
Automated testing frameworks, such as those that generate test cases from threat models (e.g., TARA
[83]), are critical for ensuring that cybersecurity measures are both comprehensive and scalable.
Experts emphasized the need for more efficient testing processes that can keep up with the rapid
development and deployment cycles in SDVs. This includes integrating cybersecurity testing into
the Continuous Integration/Continuous Deployment (CI/CD) pipelines, ensuring that security
is continuously monitored throughout the software lifecycle [82, 88]. Trustworthiness scores (M9)
serve as a metric for evaluating the overall security health of automotive software. This approach
involves calculating a composite score based on various security factors, such as code quality,
patching frequency, and vulnerability severity. Trustworthiness scores also can help manufacturers
demonstrate compliance with security standards like ISO/SAE 21434, ensuring that their systems
meet regulatory requirements [109]. Most experts rated trustworthiness scores as highly critical,
with 54.5% of them rating it at 5. Finally, the importance of insurance (M10) is highlighted as an
additional mitigation strategy, with mixed opinions on its effectiveness [17, 117, 119]. While some
experts (63.6%) see insurance as a crucial countermeasure to mitigate the financial impact of security
breaches, others believe it should not replace robust security practices. Rather, insurance can serve
as a supplementary layer of risk management, covering potential damages, while manufacturers
prioritize proactive security measures.
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Lessons Learned:

(3) Security-by-design principles should guide the development and integration of each compo-
nent, with continuous monitoring to detect evolving threats. This approach requires planning
by OEMs, starting now and involving the entire supply chain to ensure secure vehicles in the
coming years.

(4) Importance of a Multi-Layered Security Approach. The interconnected nature of SDVs
demands a multi-layered security architecture, incorporating in-vehicle, edge, and cloud-based
measures. A singular focus on any one layer leaves the vehicle vulnerable; thus, all layers must
be integrated and harmonized to ensure end-to-end protection.

(5) Necessity of Standardized Protocols and Compliance with Regulations. The industry’s current
reliance on diverse protocols underscores the need for standardized approaches. Adherence to
ISO/SAE 21434 and UNECE WP.29 regulations can serve as a baseline for developing robust
cybersecurity practices, reducing variability across platforms.

(6) Need for Robust Supply-Chain Security. The SDV ecosystem’s reliance on components
and software from various suppliers introduces significant risks. Supply-chain attacks can
compromise SDVs at multiple points, from development to deployment. A secure supply chain
requires rigorous vetting of suppliers, secure coding practices, and regular audits.

(7) Adoption of Trustworthiness Metrics and Continuous Improvement. As SDVs continue
to evolve, trustworthiness metrics, calculated based on code quality, patching history, and
other factors, offer a valuable measure of system health. Continuous improvement processes,
grounded in these metrics, enable manufacturers to address vulnerabilities proactively and adapt
to emerging threats.

5 SDV SECURITY CHALLENGES

5.1 RQ3 - Which are the main security issues that OTA updates face, including the
out-of-the-vehicle environment?

Updating the vehicle’s firmware OTA is no longer optional, it has become essential. As most vehicle
functionalities are software-driven, maintaining up-to-date software is crucial for ensuring
both safety and security. A significant challenge in SDVs is implementing a secure and efficient
OTA software update mechanism able to overcome all the possible occurring security concerns
both related to in-vehicle and out-of-vehicle elements as well as to address malicious firmware
updates in supply chains.

Although some efforts have been made to ensure OTA updates preserve the authenticity, in-
tegrity, and confidentiality of software components, existing solutions remain limited and
often rely on cloud-based approaches managed directly by the OEMs. These approaches
may not be able to fully address the unique challenges posed by SDVs, such as the need for de-
centralized, real-time updates across multiple components while ensuring minimal disruption to
vehicle operations. Therefore, to support software updates and maintenance, OTA mechanisms
have been developed over the last decade. Since the 2000s, numerous supply chain firmware attacks
have been documented. For instance, in 2024, a vulnerability was discovered in the firmware update
mechanism of a Hyundai vehicle [26], which leads to violate the integrity of the firmware itself.
Firmware attacks in the supply chain remain a top concern due to their sophisticated nature and
potential impact. Indeed, malicious firmware updated may compromise hardware integrity even
before products reach their end-users, making detection incredibly challenging.

In this section, we examine OTA mechanisms found in the literature, analyzing their architecture,
the kind of vehicles considered, and the properties they aim to guarantee.
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5.1.1 Literature Review. We analyzed 35 papers among research papers, white papers, surveys,
and standards. After an initial analysis, we selected 23 papers out of 34 and discarded the rest. The
selection has been made by considering only papers that contribute to the advancement
of the state of the art on OTA mechanism. The selection was made after reading the whole
content of the paper. The criterion used is pertinence to SDV OTA mechanisms. In particular, some
papers refer to OTA only as a case study related to firmware update or to AUTOSAR adaptive
platform. Other discarded papers do not mention security or other related measures such as trust,
privacy, and so on. In this case, each of the 23 selected papers were read by three experts that
evaluated the papers and answered to the following three sub questions. (i) Is the paper related
to architectural aspects? (ii) Which type of vehicle does the paper deal with? (iii) Which kind of
properties does the paper address?

The LR revealed that most existing OTA solutions focus on network security, addressing potential
attackers who may try to intercept or disrupt network communications. In particular, 87% of the
analyzed papers refers to connected vehicles more than to SDVs (8,7%) denoting that network
security has been considered the most crucial challenge to be addressed (Fig. 8b).

According to the LR (as shown in Fig. 8a), 47,8% of the proposed solution are based on a
cloud-based architecture to manage the OTA processes, where the software is provided directly
from OEMs to the vehicle. Among them, [138] proposes using blockchain to ensure authenticity,
while [122] proposes a blockchain-based architecture to guarantee secure OTA processes. In 2016,
UPTANE was proposed as a protocol for OTA software updates [123] employing cryptographic
methods to guarantee the integrity and authenticity of updates. Only 13% of the existing so-
lutions on OTA updates for SDVs explores edge-based approaches. In particular, [81], [12]
explore edge-based solutions to address issues, such as network availability, bandwidth, software
fragmentation, and security. However, [81] focuses on securing the communication between the
central OEM server and the vehicle without considering or exploiting the SDV architecture, while
[12] does not address security at all. A small percentage, specifically 4.3%, of solutions are related
to the AUTOSAR Adaptive platform. In fact, AUTOSAR proposed this adaptive platform, based on
a microservices architecture, to efficiently distribute software/firmware updates. Building on this,
for instance, in [56], the authors proposed a solution for managing OTA firmware updates securely
using Message Queuing Telemetry Transport (MQTT).

Focusing on the third sub question (see Fig. 8c), it is interesting to note that not only security
aspects are addressed (56,5%), but the proposed mechanisms also aim to address trust (26,1%)
and privacy (13%) properties in combination with security. Neither Trust nor Privacy are instead
considered as a stand-alone properties to consider.

5.1.2 Experts’ feedback. As described in Section 2.2, the same questions were also asked to a
pool of experts. The results align with the findings of the LR, emphasizing security as the
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Fig. 9. Expert responses on the significance of security elements/properties in OTA updates.

most critical non-functional property of the OTA update process. Experts also highlighted that,
in addition to security, privacy should be regarded as a key property to be addressed. However,
in contrast to the LR, experts did not recommend centralized, cloud-based solutions to
ensure non-functional properties. Instead, they considered Public Key Infrastructure (PKI)-based
mechanisms to be the most effective. In addition to the three questions discussed above, we also
inquired about the criticality of OTA updates in Software-Defined Vehicles (SDV). On a scale of 1
(Low critical) to 5 (High critical), 54,5% of experts rated the risks associated with OTA updates, such
as the risk of disruptions, rollback, or the installation of customized, possibly malicious firmware,
at a level of 4 (High). As depicted in Fig. 9, the distribution of ratings across key security elements,
such as Authentication and Authorization, Data Integrity, and Fail-safe mechanisms, demonstrates
a strong consensus on the importance of these components to achieve robust security for OTA
updates. The experts identified data integrity as the most critical aspect in OTA updates,
closely followed by Authentication and Authorization. This is in line with the LR, where most
papers emphasize mechanisms to ensure security as the primary non-functional property of a
secure OTA update process.

Lesson Learned 8. As SDVs increasingly depend on OTA updates for software maintenance
and enhancement, ensuring the security of these updates becomes paramount. Data integrity,
authenticity, and secure communication channels are essential in preventing unauthorized access
and ensuring that only verified updates are applied. Implementing strong encryption protocols,
digital signatures, and robust access controls can prevent unauthorized access, mitigate risks of
rollback attacks, and safeguard the integrity of software during transmission.

5.2 RQ4 - How do SDVs affect data collection, and what are the primary concerns
related to user and vehicle privacy?

In this section, privacy work related to automotive data collection will be discussed. Please note
that we excluded any joint security and privacy papers due to their focus on mainly security, as
well as the broad literature of V2X privacy.

Data collection from cars is not a novel phenomenon. Both OEMs [47, 50] and third-party
companies such as usage-based insurance (UBI) providers [6, 7, 41, 102] have been harvesting data
from the in-vehicle network for over a decade. In both cases, only a selection of vehicular data was
collected for vendor-specific purposes. These early forms of telematics data collection platforms
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were either (i) only available on upper-tier models of certain OEMs or (ii) as a hardware dongle
accessing publicly available sensor data via OBD-II. Nevertheless, cars have already proven to be
incredibly profitable means of information gathering. Recently, automotive data privacy has become
increasingly relevant. Serious privacy violations were found by Mozilla after researching privacy
policies of multiple automakers [43]. It has been demonstrated that cars from manufacturers
like Nissan, Volkswagen, Toyota, and others gather private information about their drivers,
including driving routes, ethnicity, immigration status, weight, facial expressions, and sexual
behavior. The opt-out procedure for a Honda vehicle’s data collection settings was examined in
a paper by Molla et al. [85] who uncovered a myriad of dark patterns [20, 49]. Another inquiry
examined General Motors’ data sharing arrangement with OnStar, a third-party provider of driving
behavior data [58]. GM dealerships started their data collection program without properly informing
customers, either during auto purchases or through rewards programs. In spite of this, data gathering
procedures resulted in the sharing of driver safety information with insurance providers, raising
policyholders’ costs. Due to this event, GM was forced to reevaluate their privacy policy and stop
their third-party data sharing practices [57]. It also contributed to federal lawsuits. Consumers’
concerns about the privacy of their car data have grown recently. According to Baumgartner’s
survey et al. [68], 71% of drivers thought about purchasing an older car in order to avoid having their
data collected in an invasive way. Furthermore, Bella et al. [11] conducted three studies with a total
of 1101 respondents, focusing on modern car drivers’ awareness of data privacy and their associated
concerns. The survey reveals that drivers have a limited understanding of the data collection and
processing practices of modern vehicles, with 54% failing to recognize the necessity of data for
vehicle functionality and 65% disagreeing with the need for internet connectivity. Furthermore,
drivers expressed substantial concerns about data privacy, with 56% expressing uncertainty
or concern about the legitimacy of data processing and 58% expressing uncertainty or concern
regarding the potential for profiling, highlighting the need for greater transparency and robust
data protection measures from car manufacturers.

Android Automotive OS (AAOS), an upcoming In-Vehicle Infotainment (IVI)) platform,
is an Android build with a few more vehicle-specific modules for Android apps to access
car sensors. Developed by Google, AAOS has gained popularity as the basis for the next genera-
tion of connected automobiles. Automakers such as Honda [59], General Motors [33], Ford [42],
Volvo/Polestar [132], Volkswagen, Stellantis [70], and numerous others have already embraced it.
Owing to AAOS’s ability to collect, process, and transmit massive amounts of personal data, it
is crucial to guarantee that customer data obtained from automobiles is not used without autho-
rization. Users must accept the platform’s privacy policies during the initial setup procedure in
some of the AAOS systems that were surveyed. Drivers won’t be able to use the infotainment
system if these policies are not accepted. On the other hand, some existing privacy techniques
from regular Android such as its permission model are applied to AAOS as well. In contrast to
aforementioned data collection platforms that did not scale, the privacy threat by AAOS applies
now to most new vehicle models and comprises the collection of a myriad of vehicular sensors.
Furthermore, AAOS provides a walled app store so that third-party developers can submit their
apps and make them available on several vehicle models at the same time. Third-party apps are
vetted by the OEM before they are accepted in the respective app store, but this process is dependent
on the OEMs’ implementation.

In the following, we will provide an overview of privacy regulations that apply to vehicles.
Then, we will discuss attack literature on automotive privacy before presenting proposed defense
frameworks.
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5.2.1 Regulations. Early regulations in automotive privacy comprised voluntary guidelines by
the Alliance of Automobile Manufacturers (AAM) and the Driver Privacy Act of 2015 as part
of the comprehensive FAST Act in the US [98]. In May 2018, the General Data Protection
Regulation (GDPR) [39] was developed by the European Union (EU) as the first comprehensive
privacy framework to provide additional chances for consent regarding an individual’s data. OEMs
are international businesses that sell automobiles all over the world, even though GDPR only applies
to EU citizens and entities. Therefore, GDPR compliance is crucial for OEMs in Asia and North
America. State-specific privacy laws exist even in the United States. Examples are the California
Consumer Privacy Act (CCPA) [91] and its stricter 2023 amendment, the California Privacy
Rights Act (CPRA) [24].

The GDPR makes a distinction between data controllers, data processors, and data subjects. The
GDPR guarantees sufficient safeguarding of data subjects’ privacy rights, which in our case are
drivers. When it comes to safeguarding the rights and privacy of data subjects, data controllers
bear the most duty since they determine how and why the organization will use data. Any data is
processed by data processors on the data controller’s behalf. OEMs are considered data controllers
since they manage the data that is shared with outside app providers, which has greater compliance
requirements [137]. These are distilled into seven key ideas [80], namely (1) Lawfulness, Fairness
and Transparency, (2) Purpose Limitation, (3) Data Minimization, (4) Accuracy, (5) Storage
Limitation, (6) Integrity and Confidentiality, and (7) Accountability.

Pesé et al. [97] analyzed various OEMs’ privacy policies for GDPR compliance to find out that
each OEM has their own incomplete implementation. Furthermore, the authors drafted three
privacy goals that need to be satisfied by an automotive privacy framework to be GDPR-compliant:

(1) Data Minimization: Current telematics platforms such as BMW CarData and AAOS use
a permission model to only request the collection and sharing of specific vehicle sensors.
The data collection process in BMW CarData is depicted in Fig. 10a and is similar in AAOS.
However, Pesé et al. [95] showed that the current permission model of AAOS is not fine-
grained enough and groups several vehicle properties (i.e., sensors) into few permissions.
Another issue with the permission model is the lackluster assignment of protection levels
which dictates which permissions require explicit user consent before collection. In another
paper, Pesé et al. [96] demonstrated through a study involving 100 participants that users feel
somewhat at ease disclosing certain sensitive sensors to OEMs and third parties. This infor-
mation can then be used to initiate privacy attacks. Therefore, it’s critical that OEMs provide
background information on sensors in a very clear and concise manner. It is imperative for
third parties to provide an explanation for each individual permission that their app requires
in order to prevent overly privileged apps, which may be detected by the OEM during the
submission process of the third-party app. This privacy goal covers GDPR principles (1), (2),
(3) and (4).

(2) Data Anonymization: When sharing the data with the third-party app provider, the privacy
goal of data anonymization will eliminate any personally identifying information (PII) from
the data. This can be achieved by modifying data so that it is no longer possible to identify
the data subject. Pseudonymization, generalization, data masking, swapping, perturbation,
and synthetic data generation are the six categories of data anonymization techniques [111].
The privacy goal of data anonymization covers GDPR principles (2) and (6).

(3) Data Sanitization: It is a flagrant violation of two fundamental GDPR principles, specifically
(2) Purpose Limitation and (5) Storage Limitation, to share reduced and anonymized data
with a third party. The OEM has no practical method to regulate the appropriate use of the
data on third-party servers as specified in the Terms of Service (ToS) in the event that the
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third-party is rogue since we give up control over the data at the moment we send them
to the third-party. The third party may store the data for as long as they like in addition to
potentially mining more data that has not been approved by the ToS (violates (2) and (5)).
This context is depicted in Fig. 10b where an honest-but-curious third-party UBI company is
authorized to collect three permissions — braking, steering angle, and acceleration — that
shall only be used to determine a driving score according to their privacy policy. They are
therefore limited to using this data for the intended purpose. However, driver fingerprinting
— that is, identifying numerous drivers in the same vehicle — can also be done with these
three permissions. This information could be used by the insurance provider to determine if
the primary policyholder refrains from adding additional household members to the policy.
Although the data controller (OEM) cannot technically stop the rogue third-party from doing
that, it is illegal given the terms of service laid out in the privacy policy. As a result, the
privacy goal of data sanitization covers GDPR principles (2) and (5).

Finally, ISO/SAE 21434, a standard for cybersecurity engineering in road vehicles, acknowledges
the impact of cybersecurity on privacy as it involves protecting the "components and interfaces" of
their "Electrical/Electronic (E/E) systems" [64]. Specifically, the standard confirms and highlights
the importance of data privacy as “The information regarding the road user is highly sensitive and
easy to link to a PII principal”.

5.2.2  Attacks. Pesé et al. [98] surveyed inference attacks on seemingly benign vehicular data that
demonstrate how more context can be extracted from them. Inference attacks violate the GDPR
principle of (2) Purpose Limitation. Specifically, they grouped inference attacks into three categories,
namely (1) Driver Fingerprinting, (2) Location Inference, and (3) Driver Behavior Analysis.
Using the published work available at time of publication, Pesé et al. [98] defined a metric called
Privacy Score (PS) for 20 frequently collected vehicular sensors that allowed to draw conclusions
about their risk level. Specifically, they analyzed which sensors were contributing to each inference
attack, with a higher PS indicating that the sensor can be used in inferring PII. The authors found
that the three riskiest sensors regarding privacy were location, vehicle speed, and steering wheel
angle. Since driver behavior analysis attacks are typically covered under driver fingerprinting, only
the first two attacks are going to be covered in the following:
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Driver Fingerprinting. The objective of driver fingerprinting is to use vehicle sensor data
collected during trips to identify various drivers operating the same vehicle. In Enev et al.’s
seminal work [38], it was demonstrated that a total of 15 sensors could be used to identify 15 distinct
drivers with 100% accuracy. Wang et al. [134] demonstrated the possibility of identifying drivers
from their on-road naturalistic driving behaviors with 100% accuracy within 6 minutes of driving
by training a Random Forest model with 4 hours of driving data. Ezzini et al. [40] showed that by
using fuel trim, brake pedal and steering wheel data, it was possible to re-identify drivers very
accurately using a variation of machine learning models with at least 3 minutes of aforementioned
data. It was demonstrated by Kar et al. [67] how drivers can be identified even before they leave
on their trip. The authors were able to distinguish 24 drivers with 91% accuracy within 20s after
the driver entered the vehicle. Finally, Gazdag et al. [45] proposed two inference attacks, with the
driver fingerprinting attack being able to re-identify a driver even from the raw, unprocessed CAN
data with 97% accuracy.

Location Inference. Geolocation which ranks as the most privacy-sensitive in-vehicle sensor
according to Pesé et al. [96] can be inferred by various other sensors that are considered less
privacy-invasive, such as vehicle acceleration, speed or steering wheel angle. Early work has
focused on calculating location from mobile Inertial Measurement Unit (IMU) sensors such as
accelerometer and gyroscope. For instance, Dewri et al. [34] were able to infer the traveled path
using the Depth-First Search (DFS) technique with 37% accuracy. Referring to the growing trend of
On-Board Diagnostics-II (OBD-II) insurance dongles, Gao et al. [44] developed an Elastic Pathing
technique to predicted trip destinations with error within 250 meters for 14% traces and within
500 meters for 24% traces, using speed data collected with an off-the-shelf OBD-II dongle. Zhou
et al. [143] were able to increase the accuracy to 70% for getting the correct route in the top
30 candidate paths using DFS and Hidden Markov Models (HMMs) using the initial location.
Zhou et al. [144] slightly improved their attack technique in their follow-up work. In a significant
improvement, Waltereit et al. [133] were able to infer location using distances and turn directions
by matching the calculated route to a map. This technique does not require knowledge of starting
points anymore and the correct path can be calculated in a map of 1200 km? with 78% accuracy.
Similarly, Pesé et al. [96] calculated the traveled route with 71% accuracy by merely using steering
wheel angle data. They also did not require the starting point assumption and used a map matching
algorithm called Road Curvature Matching. Sarker et al. [110] inferred the intersections a vehicle
traversed by analyzing brake signal data that is usually collected by usage-based insurance (UBI)
companies. Using a graph-based route-selection algorithm, they could infer 92.04% of the original
routes. Bianchi et al. [13] developed a novel path inference attack that uses CAN bus and OBD-II
data to reconstruct a vehicle’s driven path. The attack leverages a physical car model and a map-
matching algorithm to infer the path with a mean accuracy of 95%, requiring only the initial location
and heading of the vehicle and without relying on training data or specific road configurations.
Finally, Gazdag et al. [45] presented a vehicle trajectory reconstruction technique that leverages a
combination of CAN data for short-distance (microtracking) and long-distance (macrotracking)
inference. They required the initial location as well as heading of the vehicle. Instead of accuracy,
the authors reported trajectory reconstruction errors, which amounted to up to 9m for a trajectory
of up to 2km.

5.2.3 Defenses. Although regulation such as GDPR or ISO/SAE 21434 can be regarded as a non-
technical defense, the following subsection discusses technical defenses against aforementioned
privacy attacks in academic literature.
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Nelson et al. [90] are the first work on automotive privacy defense where they examined the
application of differential privacy, a privacy model that provides mathematically rigorous guaran-
tees, within the automotive industry to address the privacy risks associated with collecting vehicle
data. The authors explored how differential privacy can be used to protect driver privacy while
enabling data analysis and highlight the challenges of implementing this approach in a complex
domain with multidimensional time-series data. They recommend specific techniques, such as
using personalized privacy budgets, random sampling, and event-level privacy, to maximize utility
while maintaining strong privacy protections. Gazdag et al. [45] who devised two attacks on driver
fingerprinting and location inference (discussed above) present a high-level overview and brief eval-
uation of some common privacy techniques. Specifically, data anonymization techniques such
as smoothing, low-pass filtering and aggregation were successfully evaluated on the two attacks.
As a result, the accuracy of re-identification went down and the trajectory reconstruction error
went up. However, anonymization techniques do not offer strong worst-case privacy guarantees for
every individual, leaving some drivers vulnerable to re-identification, as well as introduce excessive
distortion to the data to effectively counter the attacks, rendering the anonymized data unusable
for legitimate applications. To combat this, the authors also conducted an initial exploration of
differential privacy on aggregated user data, suggesting that it is only satisfactory when the data to
be released are adequately large. Pesé et al. [97] introduced PRICAR, a framework for privacy-
preserving vehicular data collection and sharing with third parties. The framework enforces
the three aforementioned data privacy goals of minimization, anonymization, and sanitization,
with a particular emphasis on data sanitization techniques. PRICAR utilized a neutral entity to
execute third-party code in a sandboxed environment, preventing direct data sharing and allowing
the OEM to perform data sanitization before relaying results, thus mitigating privacy risks and com-
plying with regulations such as GDPR. The authors adapted and evaluated two anomaly detection
techniques, change-point detection (CPD) and entropy-based detection (EBD), for data sanitization,
demonstrating their efficacy in detecting privacy attacks and ensuring responsible data sharing. In
the only Android Automotive (AAOS) privacy work, Pesé et al. [95] analyzed the permissions of 55
third-party AAOS apps, revealing that a significant majority (over 78%) fail to disclose all
dangerous permissions in their privacy policies, suggesting potential compliance issues with
privacy regulations such as GDPR. The paper calls for improved transparency from app developers
and highlights the need for more comprehensive privacy policies that accurately reflect the data
collection practices of AAOS applications, as well as a more fine-grained data minimization process
in the automotive domain. Finally, Plappert et al. [100] presented a privacy-aware data access
system for automotive applications. The system, designed to be compliant with the GDPR,
focuses on informing users about sensitive data flows and providing them with control
over third-party access to their personal data. The authors highlight the system’s easily usable
human-machine interface (HMI) and underlying policy system that enables users to define and
manage their privacy settings while ensuring transparency and control over data usage.

5.24 Experts’ feedback. As shown in Fig. 11, considering the experts’ responses on privacy,
the highest consensus was observed for Opt-Out Rights for Data Collection, where 36.4% of
respondents rated it at 5, indicating strong agreement that drivers should be allowed to opt-out of
data collection. Similarly, 45.5% of the experts rated OEM Responsibility for Data Sanitization
with 5, emphasizing that OEMs are primarily responsible for data sanitization before sharing data
with third parties. In contrast, feedback on the Sufficiency of Existing Privacy Mechanisms
was more divided, with 18.2% rating it at 5 and the same percentage rating it lower, reflecting the
experts’ divided opinion on whether current mechanisms are adequate. For GDPR as the Privacy
Standard, the majority of experts showed strong agreement, with 36.4% rating it at 5, supporting
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Fig. 11. Some of the experts’ answers regarding privacy and data collection for SDV, where a rating of 1
represents strong disagreement and 5 indicates strong agreement.

GDPR as the gold standard for privacy. Responses for OEM Control over Third-Party Apps and
OEM Data Collection Rights also showed variation, highlighting a need for discussion on the
extent of OEM control and data rights.

Lesson Learned 9. Addressing privacy concerns with a focus on transparency and user consent.
With SDVs collecting vast amounts of sensitive data, including geolocation, driver behavior, and
even personal identifiers, maintaining user trust is crucial. Transparent data collection practices
and clear user consent mechanisms must be integrated to address privacy concerns effectively.
Providing users with control over their data can enhance trust and compliance with privacy
regulations, while also fostering positive user engagement.

6 RELATED WORK

In our review, we found that many articles retrieved using keyword searches like “software-defined
vehicle” actually focus on related topics such as “software-defined internet of vehicles” or “software-
defined vehicular networking”, rather than specifically on SDVs. This indicates that only a few
articles, particularly reviews and surveys, are devoted exclusively to SDVs. In the following, we
describe the articles we identified and used as a baseline for some aspects of our review.

As for SDVs and security, to the best of our knowledge, the only academic review on this
topic appears to be covered in a 2023 paper by Bodei et al.[15]. In their work, they explored the
automotive industry’s shift from hardware-functional vehicles to SDVs. The authors conducted a
literature review to define SDVs and highlight common vulnerabilities. They used the ISO/SAE
21434 standard to perform a comprehensive vulnerability assessment of SDVs, identifying potential
threats such as denial-of-service and jamming attacks. The article underlines the importance of
addressing these security challenges to support the safe and reliable adoption of SDVs. It also points
out the limited amount of academic research in the area, despite increasing interest from industry.
Our literature review builds on and extends this work, specifically by adopting and expanding the
definition of SDVs and using some of the studies cited in it.

A survey published in 2024 by Teixeira et al. [124] explores the concept of SDVs with a focus on
developing deterministic services. It acknowledges the increasing complexity of modern vehicles,
which are evolving with more features, sensors, and systems, making them adaptive objects that suit
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the needs of occupants. The survey tackles the challenge of managing this complexity, especially
considering the need for up to a billion lines of code for fully autonomous vehicles. The article aims
to enhance the quality and ease of developing vehicular services, ensuring they are deterministic,
which means they produce predictable and reliable outcomes. The document emphasizes the
importance of these features in critical vehicular services to ensure safety and proper functionality.
With this article, we share the attempt to define SDVs, in particular those proven through the
concept of vehicular services. They also examine the industry’s efforts within the broader landscape.

In 2024, El-Fatyany et al. [36] discusses the emerging challenges in architecture design, con-
trol, and security of SDVs, highlighting how the transition from hardware to software-centric
systems introduces both opportunities and risks. The authors underline that this transition brings
architectural complexity, especially with real-time data processing and system integration. The
security challenges are significant, as the increased connectivity makes vehicles more exposed to
cyber-attacks, requiring robust security frameworks. The paper emphasizes co-design approaches
to address these interconnected issues and foster innovation in the automotive industry. This paper
supports some findings of our work.

Huynh Le et al. published a survey in 2018 [75] that explores security and privacy aspects in
automotive applications. This study serves as a related survey on automotive software applications,
addressing the growing complexity of modern vehicles. The authors adopted a systematic approach
to develop a structured and effective survey. The survey collected data from various stakeholders,
such as automotive manufacturers, suppliers, and security experts, to provide a comprehensive view
of the current security landscape. They covered multiple dimensions, such as platform location,
platform purpose, openness for application distribution, platform development, and network access.
Some of the applications described in this article can overlap with SDV applications and features.

Another related review, not directly addressing SDVs but focusing on Software as a Service (SaaS)
for vehicles, is the work by Blanco et al. [14] published in 2023. This article explores the evolution
and challenges of integrating SaaS within the automotive industry, which could be considered
a related SDV topic. The review provides a detailed analysis of the factors driving the vehicle
transformation, categorized under societal, business, industry, application, and technical axes.
It also discusses the convergence of vehicle and software life cycles, proposing a three-layered
analysis comprising architecture design, software pipelines, and run-time management. This work
offered us insights that helped us understand the application of software solutions in the vehicular
context.

7 CONCLUSION

This survey presents a comprehensive overview of the current cybersecurity and privacy challenges
in SDV, highlighting key attack surfaces and vulnerabilities, mitigation strategies, and privacy risks.
Our work underscores the growing necessity for robust security frameworks that can adapt to the
evolving software-centric nature of modern vehicles, integrating both in-vehicle and cloud-based
security solutions.

Looking forward, several areas demand further research to strengthen SDV security and privacy.
Enhanced intrusion detection systems specifically designed for SDVs are essential, with a
focus on adaptive, Al-driven mechanisms capable of identifying sophisticated attacks across in-
vehicle networks, APIs, and OTA update processes. Furthermore, the development of supply chain
security protocols is critical, considering the complex, layered nature of SDV supply chains. Secure
frameworks that ensure end-to-end security - from component manufacturing to vehicle integration
- are necessary to mitigate risks from untrusted third-party software and hardware. With SDVs
collecting vast amounts of sensitive data, privacy-preserving data collection mechanisms are
also a priority. Future research should focus on techniques like differential privacy and secure
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multi-party computation to protect PII while allowing the effective use of aggregated data to
enhance services. In addition, OTA update security enhancements represent a crucial area of
study. Decentralized, blockchain-based frameworks for OTA updates could strengthen the security
and transparency of update processes, ensuring that only authenticated and integrity-verified
updates are installed in vehicles. Edge-based solutions may further contribute to managing updates
securely and efficiently.

Finally, as APIs become integral to SDVs, standardization of vehicle software interfaces
will be essential to secure communication across vehicle components and third-party applications,
reducing risks associated with API misconfigurations or vulnerabilities. Collaborating with regula-
tory bodies to refine standards like ISO/SAE 21434 and UNECE WP.29, aligning with the rapid
pace of technological advancements in SDVs, will be vital. As we progress, the convergence of
automotive technology with security and privacy frameworks will shape the trustworthiness of
SDVs, defining the way for safer and more secure future vehicles.
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